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6. Eoll XIE (Indicator of Compromise)

1) 828 MD5 Hash

- ec88f5h9%e1b5947td054a8cad89a6130
- 13e3405fc3ef62d4e2e3f5f19d9a9bb3
- 51a82ce016de1cbd9c6e815b7d6d91b3

2) oztEl HEH|0{(C2) SAE AMH

— libertynorthkoreal.]org
- naver.com[.]Jde

— kakao.com[.]de

- hiworks.com[.]de

- samsunggalaxynote[.Jcom
- today—breakingnews[.Jcom
- daily—goodnews|.]Jcom
- newspad|.]info

— attachmentfile[.]site
- mailstoragel.]site

- myfilestorages|.Jcom
- naveruser[.Jcom

— daumuserl[.]net

- naver|.]Jone

— daum[.Juno

- kakao[.Juno

— kakaoserver|[.Jcom

- kakaotalkwallet[.]Jcom
— kakaocopyright[.Jcom
- navercopyright[.Jcom
- emailsecurity[.]Jautos
- daum.net[.]Jph

- kakao.com[.]Jph

- naver.com|.]Jpe

- mailcorp[.]services

OH




AfOIHHEQ LT HiIA

kakao.com[.]vc

mail-setting[.Jcom

naver.cn[.Jcom
141.164.54[.]9
38.54.94[.]241

- 84.32.131[.]47

- 84.32.191[.]233

- 5.199.168[.]70

- 5.199.168[.]240

- 45.61.137[.]22

- 45.61.138[.]203

- 45.61.139[.]99

- 45.61.139[.]138
45.61.158[.]17
162.33.179[.]79
168.100.11[.]133
172.86.96[.]38
192.153.57[.]154
193.149.176[.]233
206.166.251[.]146
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7. 33 XIH (Indicator of Attack)

1) MITRE ATT&CK?8) Matrix - APT379 Group Descriptions

6] MITRE ATT&CK, Tactics and Techniques

!

Phishing for Information:

T1598.00210) L
. 598.00 Spearphishing Attachment
Reconnaissance Phishing for Information:
11) :
71598003 Spearphishing Link
T1585.00212 Establish Accounts:

Resource Email Accounts
Development Establish Accounts:

13)
T1585.003 Cloud Accounts
T1566.00214) Phishing:
" Spearphishing Link
Initial Access Phishing:
T1566.00315) Shing:

Spearphishing via Service

8. &1 II& (Reference)

[£ 7] &1 X2

[Genians] &=L macOS 0|2X= i . "

1 w3l APT37 ZAH =X https://\swwww.genians.co.kr/blog/threat_intelligence._report_macos
[Genians] SSIRIHHHE AFRISH
APT37 &4 AH|
[mrdOx] Browser In The Browser

3 (BITB) Attack https://mrdOx.com/browser-in-the—browser—phishing-attack/

[zscaler] Fake Sites Stealing Steam = https://www.zscaler.com/blogs/security-research/fake
Credentials -sites—stealing—steam—credentials

rE

https://\www.genians.co.kr/blog/threat_intelligence._report_apt37

8) https://attack.mitre.org/

9) https://attack.mitre.org/groups/G0067/

10) https://attack.mitre.org/techniques/T1598/002/
11) https://attack.mitre.org/techniques/T1598/003/
12) https://attack.mitre.org/techniques/T1585/002/
13) https://attack.mitre.org/techniques/T1585/003/
14) https://attack.mitre.org/techniques/T1566/002/
15) https://attack.mitre.org/techniques/T1566/003/
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2021 152,604 +4.8 1,924,176 +8.8 2,076,780 +8.5
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2019 122,766 +49.1 1,657,080 +12.4 1,779,846 +14.4
HMHES 7|1

FEES 7|82 & 16172 =HOtUHet =2 B7t, ot MF-MH|AQ £2 BU=E Qs A% S7t
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: = z HEE(%)

g
2021 669 +26.0 848 +12.8 1,517 +18.2
2020 531 +12.3 752 +21.1 1,283 +17.3
2019 473 +1.9 621 +13.1 1,094 +8.0
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