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2. 338 lILI2IL (Attack Scenario)
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6. ol XIE (Indicator of Compromise)

1) £28 MD5 Hash

— ec88fbb9%e 1b5947fd054a8cad89a6130
- 13e3405fc3ef62d4e2e3f5f19d9a9b53
— 51a82ce016de1c5d9c6e815b7d6d91b3

2) HztEl FEAo(C2) =AE AH

- libertynorthkoreal.]org
- naver.com[.]de

— kakao.com[.]de

- hiworks.com[.]de

- samsunggalaxynote[.]Jcom
- today—breakingnews[.Jcom
- daily—goodnews|.Jcom
- newspad|.]info

- attachmentfile[.]site

- mailstoragel.]site

- myfilestorages|.Jcom
- naveruser|.Jcom

— daumuserl.]net

- naver[.Jone

— daum[.Juno

- kakaol.Juno

- kakaoserverl.Jcom

— kakaotalkwallet[.Jcom
— kakaocopyright[.Jcom
- navercopyright[.Jcom
- emailsecurity[.]Jautos
- daum.net[.]ph

- kakao.com|[.]ph

- naver.com[.]pe

- mailcorp[.]services
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kakao.com[.]ve

mail-setting[.Jcom

naver.cn[.Jcom
141.164.54(.]9
38.54.94[.1241

- 84.32.131[.147

- 84.32.191[.]233

- 5.199.168[.]70

- 5.199.168[.]240

- 45.61.137[.]22

- 45.61.138[.]203

- 45.61.139[.]99

- 45.61.139[.]138
45.61.158[.]17
162.33.179[.179
168.100.11[.]133
172.86.96[.138
192.153.57[.]154
193.149.176[.]233
206.166.251[.]146

7. 31 TIB (Indicator of Attack)

1) MITRE ATT&CKS8) Matrix - APT379 Group Descriptions

[Z 6] MITRE ATT&CK, Tactics and Techniques

Phishing for Information:

10)
. T1598.002 Spearphishing Attachment
Reconnaissance Phishing for Information:
11) '
11598.003 Spearphishing Link
T1585.00212) Estapllsh Accounts:
Resource Email Accounts
Devel t i :
evelopmen T1585.00313 Establish Accounts

Cloud Accounts

8) https://attack.mitre.org/
9) https://attack.mitre.org/groups/G0067/
10) https://attack.mitre.org/techniques/T1598/002/
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T1566.00214 Phishing:
. Spearphishing Link
Initial Access Phishing:
T1566.00315) shing:

Spearphishing via Service

8. &1 II& (Reference)

rE

i

1 [Genians] $F=LH macOS 0|8XtE
2 APT37 27 S

[Genians] SFQIHCHIS Atast

https://mwmwv.genians.co.kr/blog/threat_intelligence._report_macos

2 APT37 274 AR https://AMwwv.genians.co.kr/blog/threat_intelligence_report_apt37
[mrd0x] Browser In The Browser _ e o

3 (BITB) Attack https://mrdOx.com/browser-in-the—browser—phishing-attack/

4 [zscaler] Fake Sites Stealing Steam = https://www.zscaler.com/blogs/security-research/fake

Credentials -sites—stealing—steam—credentials

11) https://attack.mitre.org/techniques/T1598/003/
12) https://attack.mitre.org/techniques/T1585/002/
13) https://attack.mitre.org/techniques/T1585/003/
14) https://attack.mitre.org/techniques/T1566/002/
15) https://attack.mitre.org/techniques/T1566/003/
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