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1. HZEEHAEQ ST
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B0 UL SHEEHE, BAMCZ 7|0|M 285t LS 20|5k= 20| OtLI2tH, FELE XXHH|, E37|2 S0M 28dk= HEX{Z
X YHAAHS BF XE5= A 0[5Hdh= 20| HIZZISGICE
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| 71 LS HIEQT (LAN, Local Area Network)
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2019. 09. 04 2020.04.20 2020.12.12
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2. HEEHAE )40l X

Ao AZERAEL}L FARE 7]E-2 2000t 25t vl=r =R 2= AH I8
(Global Information Grid) HEYZ 52 T UYT(Network Operations, NetOps)
o4 £ F0](Black Core, BCORE)Z= HIEY A HekS /st vl 9lom, o]t g2
AT E Qo] A9l AA(Software-Defined Perimeter, SDP)Z A5}t ESH H]|=35H
A710] AAJERE A&7 285 AlRlE 22 E(Jericho Project)oll A & 273 A9t

(De-perimeterization) & AZEHAE 7jg9] U2 HE= A|ZE It

AZEYAE 2= goj7t BAH o2 ARREY] AR A2, 20109 Forrester Research
$4 odEAE John Kindervage] 7I4olA © AR Aol HeF Bl LA o]
WHalo] "o AXE 96 20109 9¥T 11€¥ F+ @A 44 A=REHAE HEQ=A
R ARbSAAREoltt, o9} ZyA o g, I3 AAF HEYT HF /P4 & JF
24 7fAdst7] ell BeyondCorpoletal EE]-= AZEHAE HeF 125 - -57H
(2014)et v it

[12! 1-1-3] Gartner®| CARTA HOF 2k

Adaptive Attack Protection

* Risk-prioritized
exposure assessment « Harden system
+ Anticipate

« Isolate system
threats/attacks

Continuous - Prevent attacks
Visibility and

+ Baseline systems

and security posture e s
4 Verification

Users, Systems
System activity
Payload * Detect incidents

+ Design/model Network
policy change

+ Remediate

« Confirm and
prioritize risk

« Investigate incidents/

. . + Contain incidents
retrospective analysis

Compliance

(EX: Gartner)
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20184 Forrester Research= %2#&7] folg F4l9] AREHAE HFS A5
AZEHAE 4 A ZH I T (Zero Trust eXtended Ecosystem Framework) &
HSIIH. of7]olA= AREZAET @A HERT £ H3tE+= 7lge] ofd<
Z3Zskar, o] ZeE|Q)AoA= A 84 Tolg, AREAL 717], HERAS} HAREE
dotion, A Aol 24 7M1 i, A5t X T =7 HAE sk o

o Q9 I X5 ACT-IACS] AIZEHAE Hol 2El(20194),4 CISAS] A|REHAE
Aer 2d(20219)° 5ol I 71F

i

[e]

Hel

[OE 1-1-4] MIZEZAE 25 WEjA 729 24

\‘-\‘_;\“5\\'\'(\{ 2 analytics

‘omaﬂon & °'Ch95tra,.
w %

(EX: Forrester Xi74)

4 ACT-IAC, “Zero Trust Cybersecurity Current Trends” (2019)
5 CISA, “Zero Trust Maturity Model” (2021)
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3. 0| AYUEEO HZEEMHAE T

201495¥ 2015E7HA] &= 2ol 2R, vl= A7 AARA(US Office of
Personnel Management, OPM)°|A t&F2] 7HQIHH F-E2A7F EAYSHA T, vl=F GAMY
z]oro] s At & "ﬂ‘%ﬁ 7155 o] ARazoflA, ek 2,150‘?_“501] sfgst= A-AZ A
9 7}=0] ol R &1 Aoz mtotw|gitt u] oY ZH=EAE YU 3] (Committee
on Oversight and Government Reform)+= 201549 49HE 2016E 9E97HA] oF 14
S/HE7FO] ZAF T AfERt HaAoA si7o] ARy} IF 52 FAT F AR FR
< 137HA] dajt2 ssk=t, o] § F WA datoA As2o]il A&2R1 &
&o17] ffoto] AYAFO] HHHF 9 IT op7[HA 5 A ZEZAE K
ERa i

_f‘u

[22 1-1-5] OPM 7HQIHE REALL 5HZ

0...
I

KeyPoint {2 OPMQ2| SQL MH Jumpbox AMH SATE M
=23 ©rps ol
m Heﬂol olE
@ 947 gae gt @ Jumpbox At /
A | ek 85015 S 0|E1
— e _'_!?1 O
- _’ EEEZ ﬁ Il # - A o) #
O 32Xt OPM HESQIZ ® E20| =0t S5 N
S HAS 95 F2/HA 247 PlugX 4| Ol @ X2 B0JE] @ Bl0JE| &
s 5= E‘.@. XEH A 0|5

(EX: H. Saleem et al, “Sok: Anatomy of Data Breaches”, PET 2020)

20184 AHCIOH Y 3] (Federal Chief Information Officers Council)ollA+= AH
HEAL A AZREHAES] £ =2l5t7] Y3l Zero Trust/SDN Steering Group<
Agotgoer, uj= 7|&AAAEA Y5 (American Council for Technology and
Industry Advisory Council, ACT-IAC)E S5l AZEHAE 7|& &S A5
201949 AHFCIOY S]] HSt 5tof] NISTS] NCCoE(National Cybersecurity Center of
Excellence)= AZEHAE o784 ZTRAES AZ519lon, A|ZEAE of7|€A] 9]
=22 et w9l 51 Hiobof] gt AG-E skt
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20204 84, NISTOllA = 719 & A% 7]#2] EF op7[EIAE fst AREHAE
o}7|8l% (Zero Trust Architecture, SP 800-207) & 'U3stl, AZEHAE H9| Y7}
Het 99, AS 94 52 7I&stt 20219 59 HiolE HEB2 =7T AlolH EQt
Aol Bet B WP Eote], A AFI ARERAE By AE A Es]jof sh

oI5 ffote] Z A 7IWASS NISTY #E-AHS GEs AZEHAE op[EA &

20219 6 CISA+= ol=et tiz 9] dgto g 7t HH 7| HE9] A|ZEYAE o794
T4 AE AAE ADsH7] Yot EA ARZEHAE A<k 2 (Zero Trust Maturity
Model) & E7RIt o] #A= AREHAE o] 42l 57H4] H4 2465 Pillars:
AL 717], MEQE, & 2 HARE, Hol8)x} 37HA] % 75T =4,
4 A5t AMEL), 39 A5 SEE GOstlon, olF 20234 4 A&k
T2 4DAR SR HA 2.0 SA T RS 20229 1 #op o ik A (Office
of Management and Budget, OMB)2 Zt 7|#4-E0A| SAAE 2024 E7HA| o thgh
AZEZAE Het B3, Q] A8 9 olit 2] 55 +H5to] AET AS Y35HaA,

o] I CISAY) AZEHAE A% wdlah x| slofof 3 3tor

NIST NCCoE+= B 719Ed T @4 4AH 2R o] & 7Hsdt 71eS &85t NIST
SP 800-2079] 7@} Y2]o] Hiloh= AZEHAE ol7|HAE A58 7okl 37hE
I 7|9 A 02 FEokal glow, ofof tigh d H Wk IR opF|EA 9 4
X8 A= NIST SP 1800-35 Alg 22| Fe|& |42 0 & F7)slar Qlch

[©)

ojet Heisto] A AgFolA Yt U= (& 1-1-1>ef skl
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2019.04 ACT-IAC HZEAAE AO|H 2Ot S8 A4
2020.08 NIST NZ2EZ{AE 07 |ElX{(SP 800-207) &7t
2021.02 DISA/NSA | 2R HZEZAE ZX Of7 [EIX] HA 1.0 &7t
2021.02 NSA MZEYAE HOt OE ~& X7 2zt
2021.05 HIOIE IS =7t AJO|H 22t JilMS 9I5H % B (EO-14028) &H
2021.06 CISA HZEHAE 445 22 (Pre-decisional Draft) &7t
2021.06 GSA HZEMAE O}7|ElX - 04Xt 710|E 27t
2021.07 NIST A HH(EO-14028) HH T2 ATEQ0{0)| CHSH HOMY et XIE &H
202201 HIO|E HEY ‘(ﬁslrwor(%)% ;oo SRR A R
2022.01 OMB HEZEZAE AO|H] HOF ARG S5t O] A HE T2H0) 2ot 21 Ui
2022.02 NSTAC HZEHAE Y Mg Q= ID He| EE EIM U8
2002.03 CISA :i:iﬂafmx DHZE|0 MIZEHAE 2= XME (Draft for Public Comment)
2022.05 NIST HMZEHAE OF7[EIX] 7|g): ik H2|XtES ffet AlglE XIF (CSWP 20) ezt
2022.06 Hoo HIEE%&E T2 2aloh= 2022-2024 SAEEE QI8 0|2 HREE HEI|E
s % k=2

2022.07 DISA/NSA | ZEE HZEZAE AX OF7[EIX HH 2.0 $H

2022.06~08 NIST HZEHAE Op7|EIX 718 (SP 1800-35A~D, Preliminary Draft) &7t
2022.11 DoD TUR NZEHAE M2} Vs el 2CW YR
2022.12 NIST HZEHAE 07 |8lN 718 (SP 1800-35A~E, 2nd Preliminary Draft) &7+
2023.04 NSA AER HEHQAS Sot HIZEHAE Hk JiM
2023.04 CISA NZEZAE H& 2 2.0 WPt
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H2Z W H=EMAEQJ?

Qo] Sli= AREAL F2 71717t 71l A&stuA & A, 7R 0= AlF4o]
wha ool ARgRLo A 7HIAFE S (Virtual Private Network, VPN) 22 dA3E
7HF8K(Virtual Desktop Infrastructure, VDI)Q} Zo] Bx9] H<& 7S
F7F AT A2 AXEE FozH YF AREAF FARRE A184dS Folsts Ao

HHAo| it o4 B ]= st o &o] HIRsHA] k2 SAoA= A%

At

Q]
=
oz B4

)

ae, 20208 A AAE Z2UH9 BEeoR Qste], AUS
A5 Bdo] SHATERA ol2igt BACINE 7|UWo] HobS fA8Hs
woich. 9RelAo] U H42 8] ek 71 ASS VPN B FEatAoL, Tl
Zglo] VPNOZ A&3toRH B4 - Ha 427t Solu VPN ¥
cloRet EAISo0] WAYsH] ARt

ofl
o
B
A=)
ol
l‘_lF
ojf

E3, AUE0] U2 W48 71717} chFaA| T, 2 o] AAHFEHe HlolH, AR g
£24 52 WA DY 4 YES FePE AulAg £o] Soluta gtk ofo]
wfef, 22 ) Akt AEl, ALgAISL 4 71710k 2 BE T4 aEo] 24 thelR]

5 EAT 5 b Lndu|A-Se9C so|BHs S0 A% Hakst Utk
oleigt ok, Mok Qjodu v] Bt Ao AV BN L 34 HE A2t 6%
A BAE oplstsict,
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20104, John Kindervage A 714t &
ULt

(E1-2-1) A 7|8 Kot Dol 213y

& A 4y
3= HHI*” HEXTZ HZD, HEXT oM H2let + = thy's
o GEHSSSS AR Jusie 1o Ay motsa,
7S 2IH=5I0t ol= A2
” 2B 4 QI WIET0AM ARIS 4 Qs THAS Almst 4 it
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* MDM
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Attribute-Based Access Control

Access Control List

Application Programming Interface

Bring Your Own Device

Certificate Authority

Cloud Access Security Broker

Common Criteria

Continuous Diagnostics and Mitigation
Computer Emergency Response Team
Continuous Integration/Continuous Deployment
Cryptographic Module Validation Program
Cyber Threat Analysis and Sharing

Desktop as a Service

Data, Application, Asset, Service

Desktop Management System

Endpoint Detection and Response

Fast IDentity Online

Infrastructure as a Service

Infrastructure as Code

|dentity and Access Management
|dentity-Aware Proxy

Identity, Credential and Access Management
Industrial Control System

Internet of Thing

IP Address Management

Information Security Management System
Personal Information & Information Security Management System
Mobile Device Management

Multi-Factor Authentication

Malware Information Sharing Platform
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* OTP One-Time Password

* OTX Open Threat eXchange

* PA Policy Administrator

* PaaS Platform as a Service

* PDP Policy Decision Point

* PE Policy Engine

e PEP Policy Enforcement Point
» PKI Public Key Infrastructuire

* RBAC Role-Based Access Control
 SaaS Software as a Service

* SASE Secure Access Service Edge

+ SDN Software—Defined Networking
» SDP Software-Defined Perimeter

o SD-WAN Software-Defined Wide-Area Network

* SIEM Security Information and Event Management
* SOAR Security Orchestration, Automation, and Response
» SSE Secure Service Edge

» SSO Single Sign On
* SWG Secure Web Gateway

e TLS Transport Layer Security

» VDI Virtual Desktop Infrastructure
* VPN Virtual Private Network

o ZT Zero Trust

o ZTA Zero Trust Architecture

o ZTNA Zero Trust Network Access
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1. Forrester, Zero Trust Model (2010)
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2. CSA, Software Defined Perimeter (2013~2022)
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3. Google, BeyondCorp (20144)
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4. NIST, SP 800-207 (2020%)
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5. NSA & DISA, DoD Zero Trust Reference Architecture Version 2.0
(20224)
=k NSA AZEHAE AR Yolqg] g IR Ao}
Systems Agency, TR BEA|AERS)Q}F $HA|, 202149 29 =HRME XﬂEEEiiE =z
olFIEIA W 1.0° BAE E3et vt 3loH, o]F oA =¥

242 wstr,

o] ZA A, ARZEZAE HRl HEl2 2liio] gigh Hel Mg F-dsks S HHA



132 | HZEZAE 710|221

TEjstel, Sefolole Aua, S8 AulA W 24 Apate] B AR5 AR(EHE B U
7 SAE BAT 5 U2T EFW 54 A2 o) 2Pk AFAAE. o114
AE| 222 A% el o SHRY, 9, A2k, 717] BeF e 7N R 75wy
A2 2 812 Yol A 842 WA o AASH B7KE & 9 Zolek.

o] FAOMA, AREHAEE T3 o] 57H4] f2& 7Hitt

(& S-2-3) DoD HIZEHAE Z=X OF7|HIX] 57}X] 7|2 &

22| Mt Lhe

- £ Lol 2 ooyl ZHAP}EMID, BE AISKL, 7171,
SH(UEAT) L BE HOIZF AHSS MEF 4 gis %02 F3,

©
1
=
17
ro
rion
oS
fjo
N
0%
_Ory
i)

S CEREREY

P BE 7], ABA, SE/HARE HHI0|H SE2 FA el UE £ 2 34
AfO|H £t FHS ALZ0I 2S5 X EAH 52

® Z3 M6 E1, oY
g&otet

» RE 2AaAE O £S5 AHEot0 ¢
A

- 2lAA HAS FAH0|D B U Hlz| 22|

» DAAS(HIOIH, S8, Atot ME[A)0f TSt s 7 (8 S8 24 HE U 2E
EUM 27 7|2,




mED

(1]

9]

[10]

[11]
[12]
(13]
(14]
(15]

[16]

(171

31

HO

John Kindervag (Forrester), “No More Chewy Centers: Introducing The Zero Trust
Model Of Information Security”, 2010.09

John Kindervag (Forrester), “Build Security Into Your Network's Dna: The Zero
Trust Network Architecture”, 2010.11

Csa, “Software Defined Perimeter”, 2013.12
Csa, “Sdp Specification 1.0”, 2014.04

Rory Ward Et Al (Google), “Beyondcorp - A New Approach To Enterprise
Secuirty”, 2014.12

Barclay Osborn Et Al (Google), “Beyondcorp - Design To Deployment At Google”,
2016.03

Luca Cittadini Et Al (Google), “Beyondcorp Part lii - The Access Proxy”, 2016.12

Jeff Peck Et Al (Google), “Migrating To Beyondcorp - Maintaining Productivity
While Improving Security”, 2017.06

Victor Escobedo Et Al (Google), “Beyondcorp 5 - The User Experience”, 2017.09

Chase Cunningham (Forrester), “The Zero Trust Extended (Ztx) Ecosystem -
Extending Zero Trust Security Across Your Digital Business’, 2018.01

Hunter King Et Al (Google), “Beyondcorp - Building A Healthy Fleet”, 2018.03
Act-Tac, “Zero Trust Cybersecurity Current Trends’, 2019.04

Microsoft, “Zero Trust Maturity Model”, 2019.10

Csa, “Software Defined Perimeter (Sdp) And Zero Trust”, 2020.05

UARet 3124 5, "BERY 27 aicsiF a0 b o 2 MEMICET 2B (PR
HE A LFHOA AREHAE 2GS 9ARF ARAL WA, 2020.06

Nist Sp 800-207, “Zero Trust Architecture”, 2020.08

Nist National Cybersecurity Center Of Excellence(Nccoe), “Zero Trust

Cybersecurity: Implementing Zero Trust Archtecture”, Https://Www.nccoe.nist.gov



134 | H2EZAE 710|=2f21

/Projects/Implementing-Zero-Trust-Architecture, 2020.10
[18] Cyolo, “4 Zero Trust Use Cases For Cisos And It Managers’, 2020.12

[19] Defense Information Systems Agency (Disa) And National Security Agency (Nsa)
Zero Trust Engineering Team, “Department Of Defense Zero Trust Reference
Architecture, Version 1.0", 2021.02

[20] Nsa, “Embracing A Zero Trust Security Model”, 2021.02

[21] Steve Turner Et Al (Forrester), “A Practical Guide To A Zero Trust
Implementation”, 2021.03

[22] Act-Tac, “Zero Trust Report - Lessons Learned From Vendor And Partner
Research”, 2021.05

[23] Executive Order 14028, “Improving The Nation's Cybersecurity”, 2021.05
[24] Cisa, “Zero Trust Maturity Model - Pre-Decisional Draft Version 1.0", 2021.06

[25] Gsa(AWEFA), “Zero Trust Architecture - Buyer's Guide”, General Services
Administration, 2021.06

[26] Zerotrustmaturity.org, “Zero Trust Maturity Model (Ztmm) Assessment Results”,
2021.06

[27] BEAZFAZIHLER), "o b 7 2 MEAREE - WlR - Bk 27 20X v} 7
Z M8A”", 2021.06

[28] Cisa, “Cloud Security Technical Reference Architecture Version 1.0”, 2021.08

[29] YAIRE}L B|RA] 5, “u 2 Fy F7— 272 ERT 57200 BHBREOT A7y F R
Ty b OEH (AZEHAE YEYIE Adsty] Yol A 219 A U xp4F ),
2021.08

[30] Microsoft, “Evolving Zero Trust - How Real-World Deployments And Attacks Are
Shaping The Future Of Zero Trust Strategies”, 2021.09

[31] Csa, “Toward A Zero Trust Architecture - A Guided Approach For A Complex And
Hybrid World”, 2021.10

[32] Omb((P]= T AHA), “Moving The U.s. Government Toward Zero Trust
Cybersecurity Principles”, 2022.01



[33] Nstac(E7IRIESAAEAYS]), “Draft Report To The President - Zero Trust And
Trusted Identity Management”, 2022.02

[34] Jana Subramanian (Sap), ‘Rise With Sap: Adopting To Zero Trust Architecture
Principles With Sap Cloud Services”, 2022.02

[35] Cisa, “Applying Zero Trust Principles To Enterprise Mobility”, 2022.03
[36] Csa, “Software-Defined Perimeter (Sdp) Specification V2.0”, 2022.03
[37] Kate Lake (Jumpcloud), “Why Assess Your Zero Trust Maturity?”, 2022.04

[38] Nist Cswp 20, “Planning For A Zero Trust Architecture: A Planning Guide For
Federal Administrators”, 2022.05

[39] Doj (n]=+ HEH), “U.s. Department Of Justice Information Technology Strategic
Plan”, 2022.06

[40] Nist Sp 1800-35a, “Implementing A Zero Trust Architecture - Volume A:
Executive Summary (Preliminary Draft)”, 2022.06

[41] DAL, W) 2 7B - L (Crsa) ¥ 27 4 (34 99 gk @ fA(Crsa)
A AH o7 HIA)”, 2022.06

[42] dAEH(LE), “Cu 32T —%727F+ WHEH JAEESHAE of7EHA A&
A=) 2022.06

[43] Defense Information Systems Agency (Disa) And National Security Agency (Nsa)
Zero Trust Engineering Team, “Department Of Defense Zero Trust Reference
Architecture, Version 2.0”, 2022.07

[44] Nist Sp 1800-35b, “Implementing A Zero Trust Architecture - Volume B:
Approach, Architecture, And Security Characteristics (Preliminary Draft)”,
2022.07

[45] Nist Sp 1800-35c¢, “Implementing A Zero Trust Architecture - Volume C: How-To
Guides (Preliminary Draft)”, 2022.08

[46] Nist Sp 1800-35d, “Implementing A Zero Trust Architecture - Volume D:

Functional Demonstrations (Preliminary Draft)”, 2022.08

[47] Dod, “Dod Zero Trust Strategy”, 2022.11



136 | HZEZHAE 710|221

[48] Dod, “Dod Zero Trust Capability Execution Roadmap (Coa 1)”, 2022.11

[49] Nist Sp 1800-35a, “Implementing A Zero Trust Architecture - Volume A:
Executive Summary (Second Preliminary Draft)”, 2022.12

[50] Nist Sp 1800-35b, “Implementing A Zero Trust Architecture - Volume B:
Approach, Architecture, And Security Characteristics (Second Preliminary Draft)”,
2022.12

[51] Nist Sp 1800-35c¢, “Implementing A Zero Trust Architecture - Volume C: How-To
Guides (Second Preliminary Draft)”, 2022.12

[52] Nist Sp 1800-35d, “Implementing A Zero Trust Architecture - Volume D:
Functional Demonstrations (Second Preliminary Draft)”, 2022.12

[53] Nist Sp 1800-35e, ‘Tmplementing A Zero Trust Architecture - Volume E: Risk And
Compliance Management (Preliminary Draft)”, 2022.12

[54] Cisa, “Zero Trust Maturity Model Version 2.0”, 2023.04

[55] Nsa, “Advancing Zero Trust Maturity Throughout The User Pillar”, 2023.04



HIZEJAE 0= @)





