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2019 Survey of Information Security Industry in Korea

a Purpose of the Study

The purpose of this study is to investigate the market size and the outlook
of domestic Information Security Industry, based on the market survey on
Information Security Industry 2019. Furthermore, the study is designed to
suggest the policy directions that can lead to the growth of the Information

Security Industry in Korea.

B Contents and Scope

The main contents and scope of this study include general corporate
characteristics, current status and the outlook of sales, exports, employment,

R&D and their requests for the government support.

n Results of the Study

O Business Status of the Information Security Industry

The study found out that there are 1,094 domestic information security
businesses, which are comprised of 473 Cyber Security companies and 621

Physical Security ones.
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[Table] Number of Domestic Information Security Industry Companies (Unit : EA)
2019 473 621 1,094
2018 464 549 1,013
2017 332 565 897
2016 311 553 864

O Sales and Outlook of the Information Security Industry

In 2019, the total sales in the Information Security Industry amounted to
10,557,237 million KRW, which was a 4.3 percent increase compared to the
previous year. The sales in the Cyber Security reached 3,277,687 million
KRW, with a 6.3 percent rise from 3,082,926 million KRW in the previous
year. The physical security saw 7,279,550 million KRW in sales, which was a
3.5 percent growth compared to 7,034,918 million KRW in 2018.

[Table] Sales in the Information Security Industry

Cyber Security Physical Security Total

Sales
(million | 2,744,940 3,082,926 3,277,687 6,840,822 7,034,918 7,279,550 9,585,762 10,117,844 10,557,237
KRW)

Growth
rate 12.3 6.3 2.8 35 5.6 43
(%)

O Exports and Outlook of the Information Security Industry

The export of Information Security Industry is projected to rise by 5.8
percent, to 1,646,313 million KRW(2019) from 1,556,132 million KRW(2018).
The Cyber Security export grew by 31.8 percent, to 108,528 million
KRW(2019) from 82,363 million KRW(2018), while the export of physical
security increased by 4.3 percent, to 1,537,785 million KRW(2019) from
1,537,785 million KRW(2018).
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[Table] Exports in the Information Security Industry

Cyber Security Physical Security Total

Export

(Milion = 94,398 82363 108528 1475755 1,473,769 1,537,785 1570,153 1,656,132 1,646,313
KRW)

Growth

o ~12.7 318 -0.1 43 -0.9 5.8
rate(%)

O Employment in the Information Security Industry

The number of the employed in the Information Security Industry was
46,275 as of December 2018. 13,378 people were employed in Cyber Security
businesses, while 32,897 people were employed in physical security

companies.

[Table] Employment status in the Information Security Industry (As of December 2018)

Classification

Physical
Security | Security s all U=
years years years
No. of the
13,378 | 32,897 13,748 12,334 = 10,438 6,268 3,487 46,275
Employed
P t
erc((j/”)age 289 711 297 267 = 226 135 75 100.0
(o)

The number of new employees in Information Security companies was
4,658 in 2019, and the number is expected to go slightly down to 4,121 in
2020.
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[Table] Current and expected employment in the Information Security Industry

2019 2020 (Expected)
Cyb Ph I Cyb Ph I
yber ysica Total yber ysica Total
Security security Security security

Number of
the 1,806 2,852 4,658 1,334 2,787 4,121
employed
Percentage
%) 38.8 61.2 100.0 32.4 67.6 100.0
(]

O R&D status in the Information Security Industry

As for the possession of intellectual property in the Information Security
Industry, the Information Security businesses own 7,093 intellectual property

rights and 770 pending intellectual property rights.

[Table] Possession of Intellectual Property (Unit : Number)

Owned Request Pending
(Patent Grant) (Patent application)

Cyber Security 2,120 426
Physical Security 4,973 344
Total 7,093 770

O Demands for Government Support for the Information Security
Industry

Government supports such as increased funding and tax benefits is
required to revitalize the cyber security industry. Also, creating bigger
demands for the public sector is a critical factor for the industry. In the field
of physical security, technology development support, funding and tax

benefits are more urgently needed.



[Table] Government Support Demanded for Market Growth (multiple response)

(Unit : %)
Fostering professional workforce 18.9 7.1
Technical development support 34.1 28.0
The activation of the transfer of technology 6.8 6.2
Amendment of legal systems & regulations 6.5 11.8
Creating Market Demand for the Public Sector 10.8 9.5
Promote consumer investment 43 6.6
Funding and tax benefits 15.8 27.5
Expansion of overseas support projects 2.2 2.4
Others 0.6 0.9

O Policy Implications

The number of companies in the information security industry increased
by 8.0% from 1013 in 2018 to 1094 in 2019. This means that business
opportunities are increasing in the field of information security, implying
that companies are increasing their participation in the industry and the

market is growing.

The growth rate of the information security industry showed 6.0% in 2017
and 5.6% in 2018, and 4.3% in 2019, which indicates steady growth in the
industry every year. This trend is expected to lead to 10 trillion won of the
market size by 2018. The continued growth of the information security
market is seems to be due to strengthening of the regulations related to the
cyber security industry, heightened awareness and perception of cyber
security, strengthened investment in security from both the government and

corporations.
The growth of the information security sector in 2019 showed that the

product market grew 7.01% and the service market increased 6.32%. In the

future, security consulting, maintenance / security management services, and

Xi
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security monitoring market are expected to grow steadily due to the

expansion of ISMS mandates.

One of the biggest difficulties the Korean Information Security Industry is
faced with is their entry to overseas market. Many companies are having
trouble discovering appropriate business channels in other countries as well
as understanding local industrial trends, laws and regulations. Therefore, in
order to enhance the international competitiveness of the information
security industry, the government should assist the companies with their
overseas marketing activities by helping them participate in security
exhibitions, connect with foreign public institutions, and publishing a guide

book about overseas laws and regulations pertinent to the security world.

In the field of information-oriented security, more financial support tax
benefits and public sector market demand growth are needed. Regarding
physical security, technology development support, funding and tax benefits
are more urgently needed. Therefore, at the government level, it is necessary
to consider support for market expansion, technological competitiveness,

and funding.

B Expected Effects

This study presents the following expected effects. First, this study
identifies the far-ranging information on the Information Security Industry
including industry characteristics, sales, exports, employment status, market
trends and the outlook. Second, this study provides the government with a
set of guidelines on which the policy directions for the development of the
Information Security Industry can be based. Lastly, the result of this study
not only can be used as preliminary data by the information security
academia, but also can be used to develop visions and strategies for the

industry and related companies.
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BAR =9 o F0] Jtsat 3.51
Wle g5 ?let 40| X|Esitt 3.89
=it oitel ZYol Sotot A 3.80
ZHAE 71E30] K. 2.73
SYEFRY HMSO0| D|efoltt. 3.24
NEEEURE 0lC}. 3.57
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AP SIS At FF Aol sl 2 Et Ve Ve A, AsAE 3
AlAE =] Higt 27 0] B2 JoR AU

HEod 2 15 7.1
7= XA 59 28.0
7120119 gyst 13 6.2
H/AHE A 25 11.8
3529 AEHeQ FE 20 9.5
AH|IEX/EX2E 3} 14 6.6
XA 3 MK G]E 58 275
SILAXIH ALY ZHH 5 2.4
7|E} 2 0.9
A 211 100.0
A
5
=
133  S2=orte 515t



|
20 YEEsAY
2019

10 I BRI I ERNC

= Et 7HdE9
A& st B FH 3.744, &
, @&t wE A4t st 3.54
tﬂ o] ZQ]T: 349;@ Eo] Ah‘ﬂxq oz }.:.71] 7\/\]_5]04];}

]

2 371=8t 3.55%

=
R

[£ 5-35] S22 atel T

—

X|X-IXHA|— H

IHEE ©

sHexE 23!

NAZH =¢t

Hx
,llé:i T

slef &

IZSA| OHZ ALY

O 2ALE

=1 | e}

Tomd BE

o ==
;ﬁ, La T=

o

(=9l

Al fEAIFO R BEAH] 3917 R T ¥
3.647%, AIABA E?F
3.524, I A®E

D, 5 )

AX
T

3.54
3.64
3.46
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3.39
3.49
3.74
3.65
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ol HHESLM
AERXA}

1 HMEHS J7|¥9A =9 7t 137
) HEEsMel SEA X% 138
3 HEwOH 20po| MHIA A SN A 139
4 mEHOee] 45 7R A HY 140
5 HEES 7|90 UKD ME 141
Q) Fnazers IKESHA v=2s22eyen






6%
A AIARY

B xuus ooy 29 33t

FAEESARIOA BRYA S5 k= o7 71 20189% 10137H01A4
201949 %0l 1,094702 8.0% 71et Ao2 Yetgtt. £5], EHE 7|92 549
AollAl 621702 Z71sHET], ole %amg—omw H|Z2Y2A 7137} wolR| . gl
7] W&ol 7195 Fof7b =oAL vk AS 9ulstal, I #EE AXIL k=
AOR AT 4 ot HJHET 7|AA 9] SV BEEISAF 0] HE5] AT
I Qo= AL gugitt.

[(H 6-1] BEES 7| SAA 2 H3}
HEEOot

(S = 7H)

(2018) (2019) (2018) (2019) (2018) (2019)

2091 0|2t 226 181 340 338 566 519
2091-100¢! oj2t 161 200 129 212 290 412
10021-20091 Oj2t 43 52 49 33 92 85

200921 o4 34 40 31 38 65 78

Al 464 473 549 621 1,013 1,094




—
ol FEESMA MEYZAL
2019

FREOMA YN X4

HEETAAY] FFEL 201791 6.0%, 2018WolE 5.6%°A 201990
4.3% “37gst= 5 Wa AFATE FE3] ASHAL e AR UEyt. 2018E =0
E AREIAY FRE 102ﬂ§ S0t AoR FAEI, JREFAG FERE 3%
9 En} 7RE 7RYUS EnEl Aoz 2HC thuh ARESARTR B
S7HE2 tha 99E o] FFole GHFL HH Hopd Zor Helrh

)||

(B 6-2] HEESAY I1E51 MEE 50|

g

o, %)

2016 2,454,024 16.4 6,588,787 7.8 9,042,811 10.0
2017 2,744,940 11.9 6,840,822 3.8 9,685,762 6.0
2018 | 3,082,926 12.3 7,034,918 2.8 10,117,844 5.6
2019 3,277,687 6.3 7,279,550 35 10,557,237 4.3

AHERS 2018WolE= 12.3%, 2019WE0l= 6.3% AASH Ao HI3), BT HtS
20184oll= 2.8%, 20199 %oll= 3.5% &g ALox2 yetyth 20139 o]do+=
FEEQIA R o] EEIAIG] JAEC] H wSkou 20149 o|Fo] EFEQE
A BRES FEEQM Hlgf thAh 5T AR HIlth JEEQE A|Fo] A&
Ao AgAstal Sl AL Alo|HERF T AR WA o] HH|, JHHESAY
5o et HE Gul, ofe] A Aol HRMAFIE QIgt FZh4 1%, FE 4 7]
o Hel BX AE}, sje] AE k¥ 5o] ARl §rgE AR HQlrh
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ED "usor Sopo] MujA A 4 24

2019¥% AR ueh Bopo] AL Hrueh At A 9 FFAA] 7.0%, 2
Ho Tl AH|A A 48% S71R Ao et AR FRet AT AR
AREAY Y U FFAe] FESTL i Ao Rt

[F 6-3] YHEHOMMY ZEF HiE 54 g Cro| : uimtel 9)
—
HEQTHOE AJAE] Tt 729,393 771,656
AARIEOE S2M T 488,402 523,115 7.1
I-IEEOl- _
MZEE” 7FHE+ HEHQREUX| AAY 4 426,128 456,251 7.1
2 23 AS/QUS AAH HY 151,879 161,760 6.5
HotHa) AJA- JHY 297,920 327,790 10.0
A 2,093,723 2,240,572 7.0
HOMANE AH|A 302,099 321,478 6.4
BoF AA” RX|H2|/
Mg LRI MHIA 351,042 359,645 2.2
i: HOLREH| AH|A 273,927 286,880 4.7
MH|A HOMNS 2 3 AfHA 1,740 2,990 71.8
JU/AE QBN 59,496 66,122 11.1
A 989,203 1,037,115 48
H| 3,082,926 3,277,687 6.3

FEEMA AR A 9 FFAFL A5/ AlAE fgEoRe] Aol JiH o
T 7P WO, tE foks HAR H|t A0 R YEETH FEEQIAHIA FoA K
A EH AH|A BopoflA= 7MY A AAstleT ol 7IdEe] AAR A
HES FEATE A9 ISMS, PIMS 59] QISAANE T1x JRESALYS 45
g3l Q= Ao g uotHch FFojw ISMS 9F3t iR g Sof whel Hot
s W ARA, HOEAY A ASHCE JFT A0RE AAHTh




) wumonitelo] % Qo 3y Ay

FEHESAGS 52 201799 A% 20169 WhH] 1.1% A4Sk, 201849
+ g oi¥] -0.9% &4, 2019800 A div] 5.8% 7t A= YT 2T
oj et F7F FAlol= Bt EHL 20159 1,623,6739W9H & &=
Ao I3 Aer yehyg A&l & FAY St B esirkal HE

2016 88,978 13.9 1,400,102 -9.4 1,489,080 -8.3
2017 94,398 6.1 1,475,755 5.4 1,670,153 1.1
2018 82,363 -12.7 1,473,769 -0.1 1,656,132 -0.9
2019¢ 108,528 31.8 1,637,785 43 1,646,313 5.8

AL A= S2E]E 2of2] a2l A4l A4, 2T HJEERRl
e %ElEOP—EOF Hrt ot FEHERF Fopo] she] FAHo] HAp HobA| i
Je= Aoz FAEY. 53], 20199°l= HHEEC] +EF7HEl g i
27 AS = W, 2Rk A FES S FEEMIRIY] FAHo] wot
d Aoz 7HdH.

HRE 7|7 BeRet 7450l 9 KEA g 2 fRAgoRs B
o] BEH 0w &/ HolE I @X F-Awo] Y ofslrSo] £ Aow wolHt
web FERTAY] FAARY ALE AL ARALNA o AAE 5
S B3 m2AAN 5 AU FI, selo] AFske T 5 B9 e @
A - AES st Tl =g A uiES B3 ARES AFsHe o] Wasth #
gt

i
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B 3=u3s o199 exa ¥z

HAERET 7|40 §*}* = Q182 201849 44,0297°0lA 20199 46,2758 L2 A
W el 5.1% SV 208 etk B3] ARESE /g FAHE A1go] 10.9%
27t Zo] w4, gaw 71Q0] FAISHe Q8 2.0% E7K Ao 13 Aow
ek, JRECH 719e Aol sl Aoz o we Axtel Sk slofs
T Qe Ao 34t

[F 6-5] MHEST|Y QI=5E

IS T T T
2018E (2017 128) 12,068 31,961 44,029
20194 (2018 128) 13,378 32,897 46,275

1Y E JEES7YH] At HEAHAYEIHE 4,658 0|1, 20WEol+= 4,121
H AEE FIE AT ALY Ao Yehgtt. ok, o ‘199 Ayt 804
A zghHe HHEHQL 1,806, S| HFL 2,.852F0]1, 204 *1% H-E&AEE 4
HHEQE 13347, EEFL 2,787H 02 20Wxo= CWEI FEZHIA B HST
Folo] 7|oxrt & Aoz FHHr}

H 6-6] 199 M7AHS BY ¥ 204 A o 3 %)
QI 1,806 2,852 4,658 1,334 2,787 4121
HIS 38.8 61.2 100 324 67.6 100




—
U FEESMHY HEjZAL
2019

2%
I
MO
re

B ==

L7 E Y- SEEA99S]. 2016 F/PYEESHA. 2016.
FFYRINTY. 2014 F/PHHEETHA, 2014.
L7 E Y- SEEAI9EE]. 2010 S/ EESHA. 2010.
A RY - EEA9Y3]. 2009 F7/PRETHAL 2000.
F/HHE L EE5A993]. 2008 F/PHEETHA, 2008.
L7 RY-AHEEAR 2007 FVPHEESHA, 2007.

5

AR RZRE ARus Y3 A%, 2004,

FJEIG7E A SEHARD. 1999.
JESAF. FHlHEE JEES 7]24= 20006.

JEHBAR LY EESHEA R E JEES F

.IN‘
r&
)
=)
S
1NN

AFAAFAATY, FHET Jl& D AR B BAH. 2006.
FFHRBTAYS]. PRAY WAA. A197. 2008

FTHHETATY T JHETAY A% U F9 FH Ak FTA 5 AN
3t 8 AR HAHKES [ssue Report 2007-06. 2007a.

3], 2017 W ARBIAY AHRAL 2017.

3], 2016 2 HRESAY A RAL 2016.

39,2015 FU HRHEFAR] ARAL 2015.

FEIE RS, 2014 = HEETAR] AsRAL 2014.

S RIE YIRS, 2013 U HHESAR] A AL 2013.

S RIE YIRS, 2012 W] A A EHEQMEY AEFAE 2012.

S RIE YIS, 2011 W HEEMI] A AL 2011.

= AIEHIZE. 2010 = FEEQMI AE2AL 2010.

SHERIEYRXEY. 2009 =W JEHESAYG A 9 5 FAL 2000.
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SHEIE YA S, 2008 U] AHHTAIY A 9 =3F AL 2008.
=

SO YIXEY. 2007 W ARETAY A% 9 E3F 244 2007
S RIEUIZIS-. 2006 W HEETANY FAFAL 20006
= RIEUINE. 2005 =Wl AHEEZAT SAEAR 2005
S RIE YIRS, 2004 =l HEETAI FAFAL 2004.
FERIE RIS, 2003 = HEESAR] FA=AL 2003.

= QAEHUREY. 2002 S FEETAR] SA AL 2002.
SHERIEYIASY. 2001 =W HHERETAY AgRAL 2001.
SHIQIE RIS, 20099 HHES A=Al 2009.
SR HAEY. 2008Y FHEHES ARAL 2008.
SHIQIE RIS, 20079 HEES A=Al 2007.
G EFA7|EEI]. JEESHEGOIAR. 2006.

444 ¢ SYHELY MY FHI AW, FEERISSIA], 2009.12

ol 5H ¢ SHEUJTAAAF fAd] Bt A", FE-Hb=wA], 2011.

A, AlFEE &FMete] mE SRS HFet SYEAAAY HET, PR
Hek=&A], 2011

Q.
Ae “§YHESE R&D ol W weF, FJEEMES| =84, 2009
AR 7|2 H 7 Y(2011.11), 20119 % £33} AMQ7|&42 AL AatH 114

57132 7MIFEES gt HE HE A|84485 HAEWE E LFIMA
2007. 05. 17. ("ZZ71HANJNFEE S ATHE 4] HA)

F7 Aol T e H e A1415 4A5+A1% 2005. 1. 31.

A7 A& B EHRAH HE ABCISS(AEAAT F8FAF #3t
) 43784 2007. 08. 03.

=
—_

A7 DG B SERAY AWFHAAAART A397E DEAF 2007.

A, AAERbS fIR SHEJITAIA LG T AT, FE-Hb=REA], 2009.




A7 A5l Bt SERAY AYP B R A20261 2(Fa7IHAE ' AF
TS T3t HE AYF) FAF 2

ALY E Gt ato] 8 & 110l Bt E A HE A3848% 1986.5.12.

JEFAY o8&z 9 AHHHS Fo| #I HEWHE A84865 AFEIMH
2007.5.25.

YRV 2 HE A8031% LE/NH 2006.10.04.

rZAAHE HE A85275 AFENF 2007.7.19.

'SEANH ABF2AGFARE A5278 77078 2006.11.08.

HEESAAYS]  http://www.kee.go.kr/
AAFAAEE  http://www.motie.go.kr/
StEAlO|HH H AR ASHS]  http://www.kias.or.kr/
S H B SAFAES|(KISIA)  http://www.kisia.or.kr/
SHIOIH YA S A(KISA)  http://www.kisa.or.kr/
SHEAHE S|  http://www.kiisc.or.kr/

S AAZAATLJAETRI)  http://www.etri.re kr/
A=A EHE S  http://www.concert.or.kr/

SFFCPOXEY  http://www.cpoforum.or.kr/
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HE H35= JHES &52 Ao, 45}, AAAE, 28A, dlold F24,
15 WS 59 EHeF HAYUESS 83 FHERF AAH.

HEQA HE AFe2= Aiabd, JEIWXAH) ok, AYHYAAAH
(IPS), DDoS AHA|AH], FHEJAIAR(UTM), 7HIAHIZ(VPN), HEHT HIA
°J(NAC), 74 HERA Het, FEHCHIED, A T2 (NGFW)ol U=

ASHE(WAF:  Web  Application  Firewal)2 UYEQT =3y Ee
OWASP(Open Web Application Security Project) Topl0, =7FJE2] 8t &
Fokd, dulo]A] ¥z 5 ude FEi A 7Nt i FSEH TS HARE 7
Alste] FAJstal Atsh= ) fEYA 0l EH EF4AQ.

HEYA a2 HEYT A4HAY 5) F+29 Ao x]she A8zt 2
2 JRPOERE Sole= FT AEE 1XE Ao, BAGE/AHTEN Y
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DDoS AFHAIA"S fige] EFgS AEs) AA8S vHH[A]7]= DDoS(DDoS:

Distributed Denial of Service, BAAH|AAR) FAXEY Atk £FHOFE 0]
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I HEESAMY HEZAL
2019

AEL HFe = FYUH= EHYS A&5HA 245 RSiEAY ofFE s
FOoEH Hotid HEHAY 7}9-*34 P88E =oi5m, s Ar|A A&A
HASH= ) 583 9Z g
E’QEO}/\]A I(UTM: Unified Threat Management)< ™% & dis] B3
715 |52 & A Z2EA HF EF4Q. SHEolETo]AA ] gt IDCY
’Qoii/ﬂ UTM EQt ojEgto]dae 3t 7HA] o9 HllVs 3& HH o= /id
H stEdo], AZEY], YEYA 7lesd dFA L #7851 A
o] o] £517] fJoAl= ofETo|AAT) BEEA] HEQ A W3, ID&P, A°E
glo] tErtolBA 755 8 7Hs oo ot o] oj&gtol|AAT} AT V=
< BF ARESHA] g2 = AR 7652 WIEA] of&To|dA o Zgeof of
1, o] AF WollA= 8 ARIES 27 E7Fsd
UTMo] A|&st= 7P $23 AHO0 R waotal, Ax] 9 ARgo] 7HEsi, e
Het 7lsold ZEIHE SAl9] BAT 4= Ath= A 89 98
2 Ho BEZoA wdstal Q7] fj&of, UTM A& A o] E AEE0] dis] 14
5| 3 & AEE LA8E 5 Qlof Alad #EREo] o
7o Het 2RSS /A, THSoF st 1 E EolE.
ZHIAFE(VPN: Virtual Private Network)} QIEUIY E+=
= ol HER/IZE HAsHA AZsH7]| st 7He] HES T
HE AL ¢ Qs UE Y EYIAR 5T AdA +=H+=
VPNZ 2= JAso] 7fEAd o= ﬂ’qg Adst= AEH T2 THT2EH
|2 IFHAE A8 AY 553 AHIAE AFstE = A4 FE &30
LA 5 THIAMEEE °J°h: IAES T2 IAESGH(Extranet)o]tt
Ao HAY= XA 7H] JAEZl(Intranet) 18131 o5 AMEAREY] SHA
A%(Secure Remote Access)©l VPNE o]-&stil 9.
A3 HZAI(NAC: Network Access Control)E= HEYZO| FLokes FS
o HetdS AR 4 = E?I JETE, 7= LAY H-HiolZA &
o] AYE PC = LEE, e o7| 5o] A HEYF F&E =
HHH o= Zchs| A|AH] Xﬁﬂ Hooh= HeF £FA49.
A YEYA(Wireless Network) Hetolsh EA(HI)E o]&st= &4l WEHA
AollAe] Q1% 7] wet 9 Holy 9te3l 5Z 3l APLE HosHy] fgt Het &

_:
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BEeL 24014 AFBIHE FUEADS AT % 8 HAERDT 20
QEDOR Faskn 4 e Awomn on ARo2RE g ok

22, el wef 9091 BRI A MISHAE A0 el e
3t AAEYD, 7 B

_:

o)
o
_?L

e

l-r
i)

X,

_‘,%

L
o
oF
_IZ
HU
-+
M
4
4
30,
oo

Korea Information Security Industry Association 150




ZHA ] HSFE(NGFW: Next Generation Fire Wall)2 thofst 7158 556t
O 153 dso 2 dadgelt | watHoz 7|& vy} LS| o ARE

7FEY] = NGFW= #E W3 75, AABAUPS) 715 % of&AelAd

Lt AIARIEIOL $24 Tt

AHE 57HEo] Qi AHEAE T, BlolB ey EY 9 AX] 52 AHESHA] XSt
= A|gkste] Ho k= JEHEQE AJAH,

A A HOF AFEO 2= AAFYIZA(PCHSHY 23, d9o] oS, AWAH &
24, HOR2-FA|A|(Secure Operating System), APT tf-&, HHIY HQE AE=XEQE
g4 4 -S(EDR), Al t-&ol U=

ARG L EA = YENA, A, IT =gt 2% AIAHC RS e H&530 4y
= A1, &Y HUHY, 2EI7E A 52 F¥cks Het EF49.

ANARIPTEA = 2 AH o]Qof AIAHS) siFJALL7F F7kskal Q1AL AlAR K
QFAMAL ThF-Eo] iAo o3t A& 75 ¢ A-¥HR 59 o AR 1

Am7F JEEZ FEEE AL WA Yl On-Lined &3 BLdFE LA -TA
7%, SMTP-Mail, Web-Mail, Web-Hard, #AA®, FTP, Messenger, P2P
Off-Line §3 T182 WA 7A715, Zale A nUes 7|5, 18@eE

A Ao, 54 2ZEC] 43 A 75, 2HEA 2 ARIE A Vs, &
s

(

Helol g L Bygoz Yug
2 A5 2LEF0j9l WIoIS PAFHE Bt £RHY. Aol SYHQ Ay
Hel gAelo|E A3YE, Adx Soen A" & gong eheugels o]

HA(virus), D(worm), EZO|E0Trojan horse), FEZl(rootkit), AI}o]¢o]
(spyware), 7|27 (keylogger), = ol(adware), WA ol(ransomware) & THF
2t FEo] Heol= Qs WStz FA 0l 33t AEEH o] AT EQJoj= Al Ht
o| A, APIEHoIAH, YEQA ofEgoldA 5o HA] &9 & U=

AUAG $24L2 ARMASARE Izl EF olH| A, WIYAHIP, URL, A&
I g, fFdE oF 52 ol AWUE D EUAAIE 52 HAFSHL Q14]5}o
Apdsts HeF £F4A,

HOLe-JA|A(Secure Operating System)= HFE =G AA Q] HHF Agto =z

B o

{m
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I HEESAMY HEZAL
2019

Aste] WY HsT AF HPoRFE Axge HEH] A8 712 29 AA
(0S) Well Hgt 7]50] 2.
A RE, AT G AR AL ] ofgh Wt 8 Al
W AR YT 518, 38 TEIH HIE o8 ¥
‘f_'_" [¢} XﬂXﬂ?:][
APT(APT: Advanced persistent Threat, A s3A&E5)H-S &FH
o H-g3t7] 915k Mok ALY, APTE =7k HH% oAl AAA Ee A

Fll‘

A -
- b |
A9l 5715 7L 3, EF 7[doly 27t 352 EHo R A= 2okl X
£29 AFH 54 9 HE oJu| gt

APTH-S £F4L2 PCOo|HE, AH AZE0], oj&go|dA = T 2o
949 £ IS

ek Hotolgt REMI(FoiEY Frig JiIFETELY] 5) AH|A(EHIY 21

A, Hekd 87, HHEY X5k 5) Aol EAAS 4= Qe AFEeIHA 34, A
HAE §& 5OZRH HIF] 93t HQF £F 4.

A=xQlE =X % g-3(EDR: Endpoint Detection and Response) £F4AL

Heste] ofn] AHA Q= AHIZEE Fotde WAl 28 AF PHIEY 7&E

Hio|2{ A7} HEH wAlo] Fopd 4= gl I ETHA| QIASHAL o] & Apdsh= Het

2 o] 242 AstekeiA, Ao AtolH 4 el
RORL o] 7SIt 44 eobHu Nsk HASPOR Hel AAT A
AL Fou|siAHA FEHQA H&E 4 = EDRE o] AL 9L

Aol (Ransomware)= 7k 9u|st= #:MA(Ransom)t A E Fof(Software)
b 2R Wl A8H ped] 4RES AL BHE AT HHT=Y

Aot EFALS F7INE A7 52 Soff Ao I EE A}
of ARFAAbEstaL, glolg ¥WE B ARE BEohs Ve 52 ZES.

. YRQSUR AAH Wy
"41] ?—;LJZ 29 —.Xﬂ 4 55 HAE A%t 71&e4, T oy, YiE 71d

%Eﬂé éi = HMEOH Xﬂ%&i—« DBESHAHZEA]), DBYS, EOMUSB, o

A AZ2-EEE(DRM), HEYZ DLP, & DLP7F 2.

DBHERHHZEA)S dlolgHo]A 9 HoJgHo]lA Yo AAH dHlo|E & QU7IEA|
HF

e W7, T, wE U VAT PYATIE AAORRE HIHHE Kb £THY,
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DBY=Z = dlolE 2 A W= 5
o) Hlo|g & ATdlel= HF EFHQ.
HQIUSB= AREAAE, X HolE F-E238} XFH A& Ado&EA] WA, 4
Al o8 BoE {3t A 59 7|52 AYste E
g ~Ag0F HQF AEEHE H/W, S/Wa 4= & UL
A G Z-H A (DRM: Digital Rights Management)= ¥ E3 455= 7t
< HAE =9 ¢rd Euljet B EA| HAE A% Ht EF4A.

Hol T LR 9 AnEs 49 AR Lobel By BARE 0]
g 2u2s Bos] 9% A0%, Bel Wolut Yu Bavont o] ofy
7] o] Ak T Bk Ao] EXHE moks] R wHAClA g BAE 215

DRM AlEE2 AH £ZEQo|e} ARA E81% 80 East f74] AF=

DLP(DLP Data Loss Prevention, H|°|E-F&% A= AREX}S] 119 T
= ’&‘—_1'/1\—, 5 o7, EHol 5= &9l YMEHIE ol&et F =
(Content-Aware)o|A  B=  HOF &34Y. QAHUY 7+
HTTP/HTTPs, ALHE W4lA, F3t=, SNS 5)& &3 +&5H<= 4
Alstal, Qo] weh 2pest,

o DLP(DLP: Data Loss Prevention, H|°|E-FEW A= AMEAS] 119 =
A, QE 57, "ol 52 B9 9Y SAE(PC, AH|, BHIY S)oAY HE{E
< 7El= =F(Content-Aware)ollA] T= HQF &F49.

ohzo] ZHE 9E QlE|H|o| A(USB, 2&5tE, CD/DVD, ZHE, EZEA TCP/IP
YEYTD 5)2 B3] 925= AR Y-S 7Asty, Beo| ue 2ok @_!
2t 2S/QUF A|AH TH

AS= HES A3A7} olgfslr] L3tst P40z Wi ALY GRS s Vs
St g4log HIlel:= djy a1, WY 52 R E 7|&Y

52 HE w3 o5 AX AHS Ao st= WHoR oy H| ML
= = AA 9 AZ oy AA|Y YES ASor=H AMREE FHo R o] B A
AHO] Bt Agoly HHO| Bt Wb 55 wolsk=d AREE.

[e]
AS/RNF AEFLE2= MJAASTEFHOTP 23, F7717|8H+
B (EAM)/DAS2ARIZ(SSO), SFAY T (IM/IAM)O] A=
AAAZEZH(OTP E3He =13 wuir} 2 HAYEE PYAste |
E£FA4Y. HAHEE W AREHoEHN AV HAYE = ZAIE A
SZ1719FZ(PKI: Public Key Infrastructure)= AA|9] AEALe} 374715 £

g

(PKD), T&HZ

z
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ote JEEA 3771 AR o AA
SEH, A7, AAl, 37 EBe

3771 &= 7H7]eo] HAAZHA, HotAu| oA SAXoZ HQs v,
24, A5, BANA 715 4 AIA 9] 715 AEFok= Apphcanon AZ9] Hlol¥

4
STELHY(EAM: Extranet Access Management)«= QEZU, AAEZY U
At Sefo|AE/AH oA Al HT IF5H o] 7Nt ®E Ao oigt HE
HeHE Fof, Bt &8 U5 T EF4.
shto] IDeF AT Ao & et AAH 0 HIT & Q1AL 7 Do weEt ARE- A
s Folst= & A5 HtS YT & AUS.
HE ARgALO A A& 7Hs5h
719 W =t 53t 9l
O] AA”E AR wiuith A= TRE
Hu

[¢]

A
WA S84 22 5 719 W AREARRE 2

Y W7 47 & Au|A HoAdH 91| %
1715

A ZARI-2(SSO: Single Sign-on)< ©
At I 3§ QISTo 2 A A|A"HS
=4

A E]

>lv‘j md

<kdy
=3=®=o0

ol

A5(D)S U5 E et o
o NAUAY 8T F YRS e &

AL AAARE ol83H] SIs AEM, Q=R B ciule] BTl A
diuict IDeF HAYEE 247 M= A5 ‘Fﬂ% HAZES e ARAY] A4
HE X”Pq O oo Az AT AZSTHAHY.

SAAPEE(IM: Identity Management/IAM: Identity and Access Management)
L Dot WAYES FRHOR Bald Fi AT Aue] AgA} AR Be MY,
D g0l BAE Qg B ATo] chulstel wek DRl AE A8 oigto]
£ A% #RE, ARSANAE AHle] A= Hijt XA B VeE Al

ERt AIAEY 4% Ao s A -7 W AREAR- BERF 59 e AlE
9o, 3t "] IDeF HAYE dEom qoftt AlLH] HET 5 XS At
A2(SSO)°lH 1D whet ARg HhE AsZ ez Fojshes AAEZ HIHd
(EAM)E ¢ Ex 23 29

o]
.

—

O, 2orEa] AIAH WY

HlI7bE HZozRE SAVERA 9 AIAF], SEAEA 5o Besh] SRt @
2 715 A AFoE Het Muas} fiAUZe] B4, Ao, A 7ls, Eet Bd
RO FH 7E, Bl ¥ oflES] B Y)s, d=r]e] ZuiAol Vs, A7 A

|20 FLAEg e 71% = tjokst A B7|5So| w3t
HeF #E AFo2E BYHITAAAYSIEM), HEBAL-(TMS), W] 2]
A A”I(PMS), B & —”—%:rl%ﬂlf\liﬁﬂ, o] QU B A Hokd HA AAH)
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gAg x4 A|AF0] 9.
ESH A A ABI(SIEM: Security Information and Event Management)

Wb AR L], THIAET & 24 HAIAY 9 FQAIAE AHE AF
sto] G&H0E RPY F JULF = FFEMAY EFH.

F o= 5] $FoA Hoju AlA" 2 T (SMS: System Management
System), & HZAAE(NMS: Network Management System)s 7] QR A|

=0 Az o8 719 EFEFA A0l U8 FEFAL Ad
E

s Y 5 A AT dse S5 HEHLALNAM Es= RIE
AHE JEE ZA5H oF Aol A A -+ H$2 7ot ol 22 =8 A
A AEEAIA2H o] FBHE FHEE 5 k= FHo =, 48d 3

A FE|(AH, ZE 5)E TFct] a&FoE Yot HT
F= EFH01= L & 5 9

AEHZAAE(TMS: Threat Management System) =We] Al FHokA B
o} Heot EdE, Fd E49 HEQZ EY 9 324 FHE 4T 246 AT 4,
Hlo|g A, §17] 52 Alo|H FALS A Sotal wdste] Hrp 5580 E g 4= 9l
= AAZQ AFEA € o8 £FA49.

o 2] B2 A AE(PMS, Patch Management System)2 A|AHIS] HOF FHFHSE H
St7] floto] viZE= Hel 1] dE YA A= AR, Y F= &F

ord B4 NAHE OMTE WAE, HisHA 9L anEge] 4%, 9Y XE
e ARE A2 I HFASS B o ALgHoINE Hek MY,

OAY EdA AL R W] WaH tAY 4ag e 547 HEs
7] g9 ARS 4, B, B4, Bus] 98] A8 EoAE Heh £749.
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Al(Information Security Management System)@ ZZ]of g}
]‘6—0}7] o3 AW U 2L sty oaTe] A 1a,

= (] A B9l o] FEESHAS0] {U|H0E FFE
ol 74, 29=+= AAA. 7 RAEL ISMS 755 53 B/ e FEAA
stof, Hop mEAo|xl auAel o R Hig AHE
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CC(CC: Common Criteria, 38%87F|)ASATE WUAA SolA 7Hdst 4
HESA AL A FZQ] [SO15408 2 1SO18045Z o]&35lo] HoM s
AT AEgS BSTOEZN AMEAEO| QHHSY HHESAIAHS AT
T E Yot A,

gt 9 2oJs7]2 A7 w2 o7 A

S AYRES] o8 9% B R EYD
A A A7 A A A
1
=

1 =5 o]&sto] YIERA, AH 9
o029 A& 7MsAE Hdsk= ‘Bthical
, ol&gAlolA Aol EA5t= FHFHE

8 Z2IYY Hopde B AR AA

Hacking'¥l. 22 53] AH, ES

L
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oY
flo d

=

2 HzHoR PAGORA BAQ BASES WS ol tha FFH e
3} AT AASte] BePS At o] BAY

AR ALLol Letolgol A Fiole] A8AR 5 At NAYRE BT
S A2 B0z A9 S glo] A AR KEHo] EEHE A2 W5t
7] 9Ia Het A8Y AulAQ). A Bt £gHo] A8 RS P FUSS

WSS o83t Alo|E olgolut ARAH 52 FA] S5 AANGHRA w2
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Hatar ool et thAE SYsty BeFORN VYR £2 YAS AUt B
A4 A2,

s Adgelet A4 Fejaele] tulstel FRAREA/|ALS] B
B S 4 AFFORN F AN dHHoR 2§ES st} Fvhe] e
3} FRAP) S BASE Hot AMY Auag,

FRAHZAZINAE L 7R, Y, 45, =8, %ﬂ, 5, AM9A 59
JFet THE XY Alof-TEA A" d HJHSAY 5= ¢
HOISI(SI: System Integration)= EQF &F4 9 JQIgE 50t AH|AY

ﬂJ
uga

AL EQIA QXT2|/HOM K| MH|A

A2 FAIHE = ARGAZE iRt JEERY AlES 2] AHOAM 28, &
T A=E 3] {8 AsHe AFAY, 71eA Y, ARA X]% 9 *1‘:‘]&%1
M AE ABlaes JERES AES E85to] AH fE MR, 7€ 5=

1 A8 AEH ez aFEE 7R Muag, /\}Ol‘ﬂH‘x‘Oﬂ E}% HebdH|
Hbgade], d-ALEs, B 58y 74, EVleAe 5o FEE.
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FTYTAAEA 365U 24A17F IO R FHA] E B4 tf-G-oh= AH[A.
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& 2. SHHE
HEfF 2.1 SHEA ALAE HE R 55

7t 2ot FHHIZt K=
]

Zgo] 7Fstt AR, ofdE L MK A E), ordE 1 HD 7hH2HaLs]

A%), MEHA®IP) 7Hiet, S47Hie(E2HY/3D 7H2t 5) 501 A=

ofg 21 FHHlEH A E)= HEHA 7I5°] E7Fs5te] CCTV7HH S 25t
Q= DVROW FAS ASslal A& sk 7HH2tE 5 VGA(640 x480)F A=)
ZHelete ojnlet

obgdE 1 HD 7 eH s E)E oFd= 1 7H2tR 7|2 E5A01ES IH=E A
/5145t 3}do] wsAE R A Full HD (1080p)did =S X] g DVRYA] AHD
£ DVRE ARgstojof ot 7]& ofd21 DVRIH= S| 2.

HELAP) 7Hlgh= {54 Wl AZsto] Abgste 7Hetdl. 7hvet g, H3
o, 94 4= @ CPU, VM EA A% J 528 A=Y, 7ivzt RE28E T2

ofd=E1 4A5= HATE o HAEE HHL, o5 oA 452 AAX HEHZ
2 Zﬂé%

Essbetel Gaky Adets Lol uet B2 Moz EHstel fu Loz 1
S58B4 9  shietolct. o FsM e ole] 1 BEE A8 H, @
4 shlets do] AYHE AL BIY » Utk

3D FHeks 54wl ARle] 8sks LE AL S8 A Aw(Zolo]
HE) ARE 24 & g ete AAGS ANT 4 e G Eo] Thst

Lt HOLE HYTX| M=

Zhalete] o EFH FAPEE A, Bt AXE AHYE SFAA W
DVR(Digital Video Recoder), PC/A¥ 7|4t DVR(Digital Video Recoder), &%
AA W3 NVR(Network Video Recorder), PC/A® 7|4k NVR(Network Video
Recorder), IAAEYA(EEAEYXR]) So] EZF=,

A= EJAA W DVRES DVR 75 @<= o A& st=qolE 24, 7
It AF22 DVR 7ls7do] Bash B3 ARSSIEE 7HAo] Adste, Egt
Embedded OSE AHESHEE =95 AMESH= PC7|6F DVREH g2l 34
xﬂ:'_‘é‘l-

PC/A8] 7|8t DVRZ PCollA] AMgdh= HIRIEE, CPUE W=
52 A% BAHCEE G2 AHEoles AlES BT

&3l F4

2
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ZGAA W NVR2 NVR7|5 78S {ldl A8 st=golE A4, 7idst A
& Embedded OSE AHESIEE ALR-E ARHESH= PC7|8F NVRET QFF 22l
< A Ex9 CPU glo] DSPE 7|¥e.E sfof StEfolE A AHOF o}
of dFoR 2 7I&d do|rt 243

PC/AH 7|9t NVRZ HIEQA Aol 4" HESYA 7hzht vite A J4
9] =3}, BUEH, oE T, H¥ 55 AT A& AZE|7} AXH PC A4

£ oo oy
Mo o |o

E 93}
P 7H2he &3l A2 d4< ASTot &= ARol= 7oz, 1P A8 A%
AA0]7] o] oPd21E HAER Hsh= FA7F 28 Al 7|E "HAE vHL

%5p](DVRIZ BiAsks X9,

HYAE AL [TAA0] BAZL AtES 0 Wast B dlol8 S Agshe
WEo| AHole], BEaEeAL ofud] Beke 9 A4 SN ot LuhE
HESE e bR e Aoz 4% AgHA g dolHE sk doly
AR @ A2EY,

Ct. CCTV 7iHi2t 8&&

7H et Aok A= 9 JATolHE M¥et= HAF=E, o|u]|A] AN &
FAE Fgoke FEE 2o, INEFYH, 2EEF), CCTVHZR, 7[5 BE(E
E/CCD/CMOS/®E 501 A=

ng

AR HFE HJIE o] AA|H = YH]29] WohH, F9 (coder/decoder)
olgh=z &ol= Hlole W sPot= JHI=2Y JI} TRsto] AHEH. FH 9 F
= ofd=EI1-tX g #go|tt fAg-otg21 ¥r]5o| stte] J ol A=
o] =

CCTVHlZE= CCTVZH=E AR AMEE= 7HEt d2RES Qu|shy, 2=
7 g7t EYot= HAAIE SHH0 ok A9 7R TR, $FoE, BY] I

5ol wah A=

s 2HE AHso= AojEA| 011'?—, & Zo4, 94440 B84

3 guidos pAHzZFA=RS} spHzA PR =

7|ef &9 CCD(Charged Coupled Device)E= ¥ 9 1
A Al
ps

st AT BT EFSHE WH8ZI A ol 3
2 olgal AL ZYAA 1 A4S TALA oA zw o= ZApste] 17141
52 AP 2 242 T

CMOS(Complementary Metal Oxide Semiconductor)+= AREE &%
Atz X2 2 AFEA HiE o] Qsto] F2E= 719 FAEH FHFE ALY
T4 AEE BEiols 719 FA9 ARE AMEHI S
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BE7171E Bl " BEE T AA BEste AAHICR FAAHAITA
SW(CMS, VMO A58 FdaA &34 5ol A&

G ABAISWO A SFTE A AEI(CMS; Central Monitoring System)< PC
ot o] Bs ZE2TOWE AX|ot= A|AFCE ARRASGo| whet dhdo] g wHe
o, SW&E F2 HEE AFctes 497 22 FETHALH(VMS; Video
Management System)= 7H&, E4Hg Hota] A|AEIO R oSt F-ox AA3tH
SHE fA5H, AR I B SWE FHIFE.

CMSE FHd & 7Fsd Adol 12009700 AW VMS= Fdf 1%t o3e]
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H'ehs J3E 365282 AREShL Q.

HREg HUE = dREARl PCE EYETZL AUSHA] ¢h= PC VGA €9 stiE H
AEY0] otz A FHZHLE, HAIE AlFOIA 846k tAflE 948 9 Loop
Through Output 7|5 6& AYoHA] E3. FAHTE ofd=T1 VCR 4 AREUE
DVR €839 3344 A wj&Eo] CCTV A& ZYH7l 283%

AEREZ 7HEE FHLERE EIstAY B 752 dhe AWACIA, A=
HH AR Al AR, AAY, X715 59 24+ CCTV HAAEE 9n|eh
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N
£
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)
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AN ATL Ay 229 PYH T, B, Heste, o) Ay, 92
259 2HY 5 B 22| 53 Tohy BEAA YA 714

ARAAAAH LS HE AAZ ol g3 A2 UAY J4L FEste] Mo Uk
choRe TS olgle] AUS HBHE T4,

FAAAALHE FA) B A, Por mAERY Fehh 5 B AL
QAsH A 7149

AN ARE Euletol} £rleto] B2E Hug olgd] Bel o <l
L AL A%,

e A BaTe E4E A4S & D AYIEROA A Blol 014
Azgol g
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/A e1A/AE/78E AlA, ZAYEE /HYEAEE] AN 55 8ot =k,

&4, YA A7l 59 =EIEeIU sk HAlsk A A7t 7hsdtes st

A7l AR FHolu s A4 Sl ] AREAL ler, ogd AR, &
A5 e T 5o2 380l = s
AL 7IEHHIE
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Ao RARE 5o A F4 vlolH
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HER 2.2 SYHQ A MujA
Xl ESHOF MH[A
Argro] obd CCTV, Access Control 52 71AE AX|35l0, oA} #AAA] HEE
287, ASFS A ATE AL Qg AXEH dFoFE Hy AH|A,
7). SEELE AMH[A

S5 H Au|20A Q19 &5 A|Qst CCTV ¥ AA 59 AAE
9] JA2 Ay FF9 DeviceE: B3 AFd F= HAJA AlF Hﬂli(%% AH]
2 A Q).

Et. 7[ELEHQE MH|A

A, B4 A4 9 ARIS0] AHALSY] metE o] )4 [Pk QA
£ IDCSF 2L Fol Astd 7k ARlo] X 5ol UF FAL B 5 Y= AL

F= AuA7 fiEFo|H, fjof|e Hely BAH Mu|AS ZH(EA] B FAHE] L),
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T 201949 MY SARY MEZAF MEX|

127013 & 20194 ZULHMHEHS A AEjXAL

B AAtS] T3 WAL AT,

ARE A202(EA 27l Aste] s FEESANYG HHE 93]
Aol ZAMT ARt EESUT] ARt Aer, B Ams AP EE
A AAE s-stal JdPsked S8% 7|2gRe S8gyTh

ol e BEARO BFYRB AT TEOR AP B 2AE ABEIAANEY
3

A A= A FEE s JRESVY oHEEe] AFAR] g2t e eyt

= u

oh&d 23 F4l Ame WIEA] 2AMSE Ao BlE FAdTE AMgE Ao, e A3

L =T fuY

2AE Qg kK=Yt HAERAL SolFAA ZARY L
- ZAE ¢ AEFAH R ETAIE S|(KISIA)
X B 2AL AlE|wel AL 7|51 8 FAAF dEOAKEE AQTE] BAY) HY sto] AEST uihch
% 8% 30¢ ool 3jAFA 7o) Fste] WiEhy AEAREY AR)e HU=d dgoley, F3Hl A4

2019. 8.

SiiE Atel 2Ok HEHEE ( ) =a=er( ) * diZE20F S5 M3 Jts.
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FAIOIN FFoHs YEEOH HE EE MHIAS REE(ESKIE- 19HOIX|
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HES3 2ot oA, H0IE =5, loT S 7I28AZ gt Jlolg+H
2171, MM S| == Chet AO[HECH ZOMHA Al B0 2t

71459 Al $8RoRs 22 HED Beto] Y30l U, dlofe 37| 34 5
o= dolg] Betd] gt Al F8olE B0l SUISHEA JIRES Aolu g
A, Az, dgol FESAA ABASS 4851 U, 53] B FLolA UABA%
g0l At AR BASHE FFol Ao, FF sl ARt B8 AN
S 9P ABASL ] wet FAR V1ol FHNEA AT BT Bopw
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HOPAE £A#Ql EWE(Ponemon) B7F BIA0] HEW Hoto] AFASL

85 A9 AR A7 BH69%), A5 HolHs AALL AA(64%), HEA

ole] Mo FoFg AHG0%) 5 7199 AT TRACl FAHL Aoz RAEL

ov], HePl&o] ABASL HEE 7199 AolHSlg UGS AW 0%
2

1O = R
LA L 71GS AWF 3308 2 ol NEHol, & 2 T o) A

H
>
1A
00
ol
ol
|0

r

| AIO|H{CHE AQA|Zt H|W * $62.50/A17

72 Al Eg H AZH/HIZ Fol

AO|HRO] &% 3 A& 25.32 16.05 9.27
o

- 80.20 41.11 39.09
mxf
OZ2/701 FIobY XA}, EX| 195.88 70.48 125.40
AOH{EISHLE TO0{0] CHE Alsirpsst &&
FO|H&IGHLE 200 CHot Asivtsst N 66.28 2493 42.05
A}
AO|HZ&IGHLE ZYUHZ Qo L&A= HLE RloiE
212.89 39.63 173.26
HEXZ, OiE|A0M, C|HIO|A Xz
HTO|Lt O|TAIEIS Z45H0] ALO|HHARTIO]
AMEO| f—l—: Fet2 &40 ALO|E{ALLIO] 25 07 15.91 9.16
D3t ST & BT
o= M omo| EM0| HOIOIZ0| ADGH=
7 o8 2R 2H | 4525 400.83 4142 359.41
Azt
ar90f 2% HEYT, OfZ2|A\0|M, ClbjolA
ET|0'|_ [ -rJ; HE2|A0| |H}O] 305 190 905
TR0 T2 HE0| YU AAE Htt
e A A2t 1,010.42 250.73 759.69
o1zt MH| AlZH 52.541.84 13,037.96 39.503.88
oIzt MR HE x| $3.283.865.00 $814.872.50  $2.468.992.50*

[EX: Ponemon Institue(2018), The value of Al in Cybersecurity]
S IEO|EoA= AtolH HQEY QIFAls A8 HAYPF SAAS] dA4-

E
s e Zoli, £ o TSI ARAQ ¥ AFY 4 YL T AL
& 7]efska giet.
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A2 7|&£E HEHA U= R 27 7|18 B AR
Ao|b ot H2IPI US B2 AI2E
Ay0|D BrE Y @S0 2023, o12te] SHHS LR 2 st ALl

ojo] 50| F5E ASE A2

,,»:9 K22t S YBAY 4 9Uch

WSS gulsict.
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Aﬂi—?— olAIO|EES npetata,
P ArHHol Hokg
IHsEHA Bt

o 32 ?
S8 L4
24948 H2jstct
WL

I J122te) @2to] ¢1zte) S
Ao 29ue Za}3ta, Hoh W=
2y YYo= HYA U1, 2AelE BoBct

B A QIAO|E 2} AR
A2 YR0) 2 QASE AX
2|URict.

YA = g B cioEoly S2E QAl|E0) 7|5 #E
W o2 7o) 328 a2 st Y [ ECECERT

[EA: Deloitte Review - Deborah golden, Ted Johnson, AIZ2 &%
- 08/ QX7|=0] Eot 58 2&R5 ofF
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o|F &fl, thdet HetF o IS AE 7IeS A&kl 3o, o]F &83t Het
AlAE 9 AEA FT7ESEAL ik QE Al 71N A8 HRMBAIAAES T HoE
A Y92 ATAGLE A, 7]&9] HtHA Q1] A8 HijA], JAEAs Het
el Ao At AA vhhsk=d oH, AYEA 9 o FgolM= A AlA
_r]o:] HAHE A 2L 9F AFA g1 9 oiﬂtlo_% =5 odA P out 25}

L Signature 71919] $AZ FEsto] A2 9 stz Aok FeL F 2
9 9 gl WA WAL AIZF AL ofo] Wi 2] g A9,
A% GAEAL BlolE s JETH ARHAES AFALL B AFE X
A-hHgroRn Bt AT RekHord NS Bgshe wck

3. HOF 2OFE QAUsXls 2l HEJol=

— —

1 3 AFAs 7|49 Heol7|&2 Event Correlation, Threat Detection,
Network Anomaly Detection 5 s}, o]& ML, DL 5 thost AFA| 5 7|&
7 gueEe B FESL Ao

[(E] 2ASKIS 7]Ee] 2ot7|s

Event Correlation Long—term Correlation Analysis TF-IDF, Data Mining
Threat Detection HZY 718 FolifE 24 K-NN, Neural Network
_ ML 7[8F Network Anomaly _ _ _
Network Anomaly Detection ) Semi-Supervised Learning
Detection

Host/Application Anomaly _ _
i DL 7|9t Malware Detection Convolutional NN
Detection

User Behavior Analytics Al 7]d8t User Behavior Analytics

[EX  HERZ 22A0IMSl QISXs &8 ETRI]
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HotoHE Hoto[HE s s
FITET —p | B FE || ey oo
A iz 4 sxzs
2z 2 H0)E) 2 + sl 2 RAWDATA
/ RAW DATA FWLOG
E]
ol FW LOG WEBLOG
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4 4!9’ 4!!’ ‘!!’
. + + +
[ RAWDATA | [ ==s"
| _FWLOG | AEEE
WEB LOG TR
EFZEA et zEs
83 i 1 ol 52

[EX: 0IZRAIF2IE]
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[T3] HEXNT 220 Hi2d 2FAA

Known-Known

Detect the exactly known
infection, as seen before

Static
Signatures

Concrete malicious domain name
associated to trojan
server1,39shw3bw.ru

Manual definition, possibly
tooling-assisted

Exact matching of predefined
character or numeric

:  sequences

- Definitions human-readable

Very high precision

Ne generalization

Recall limited to the exact same
cases

+  Good sxplainability

°  Does not scale

© Requires manual definition

Not appiicable to encrypted data
without MiTM

Dynamic

Signatures
Houdini RAT telemetry pattern

regex: .*fila-zl-{readylri-
noylgnfoh)

Manual definition, possibly
tooling-assisted

Matching of predefined rules (for
example, regex)

Definitions human-readable

Very high precision
Generalization limited

Recall limited to predefined
pattern; finds variations explicitly
covered by the pattern

Good explainability
Does not scale well
Requires manual definition

Not applicable to encrypted data
without MiITM

Better Precision and Explainability, Simplicity of Proof

Known-Unknown

Detect previously unseen variations of known
threats, subfamilies or related new threats

Unknown-Unknown
Detect zero-days, unrelated
to any known malware

Behavioral
Signatures

Two illustrative found
instances
huxpsfcrazyerror.sufbl
0pt/868 1BAE3DB3AZFIDA46
CDSE3
hoop//50.63.147.69:8080
[bireq/3D111E6B21F373015
C646CA4

Applicable through suplmud
machine-learning

Matching of machine-learned
rules o recognition of machine-
learned behavioral patterns in
transformed feature space

High precision

Generalization based on
similarity to known malware
Ideal for finding previously unseen
variations/subfamilies of known
infections

Good explainability but
more complex

Scales somewhat well
Learned (semilauto from data

Applicable to encrypted data
without decryption

High-Level Unsupervised
Pattemns Anomalies
Generic characteristics of Expected vs. unexplained
suspicious traffic and unexpected

i) u '~
Task for semi-supervised Unsupervised machine leaming
machine learning Cases significantly distant to all

Very high-level patterns,
machine-learned to distinguish

known normal behavior, where the
model of known behavior is

generic behavior machine-leamned
Distance measures can be
highly abstract
Good precision Low precision
Generalization based on Generalization based on
common suspicious behaviors  unusual behaviors
High recall, good chance to find Best chance to find true zero-days;
true zero-days, at the cost of highest risk of false alarms
more false alarms
Explainability limited Explainability difficult
Findings may be difficult to Findings may be difficult to
attribute to known infections attribute to known infections
Scales well Scales well
Leamned (semi)auto fromdata ~ Learned auto from data
Applicable ta encrypted data Appiicable to encrypted data
without decryption without decryption

Better Recall, Scalabllity, Applicability to Encrypted Data, Ability to Detect Zero-Days

Please note: scaling statements refer to human time required to maintain detection system
Please note: this diagram represents a simplified illustration of machine learning capabilities in security
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TAE|PS T2 Qo3| ABX| =

AV
AL 2HE|-Exploit ajo|up)| ETETET T PYE!
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Pre-Execution

bEE

HPFEHE} 2| &

HE MY L= B

[EX : CYLANCE]

T A8 Vle=e HEd 7N ogud 2] Vg, I FAE S Ve
s= &S A
T Ve zE 71E WAl JASAs 719 XS HAske WAl AREAF PC

5
of tist AAZF &@A U B4 F5] -3 o= EDR(Endpoint Detection and
Response) &F40] F5ASIIL Ut BT AMdHAAE Z2A|A Al A E=
gholBeE e 2 A ofF dS AASH] oA AF-e-olnt AdY A Adste, 7]&9]
AE, A PHIE, WA 59 AAIE AP Apdo] 7Hs3e EDR £F42 Us
gtom EdEnto|m 2 APAF “FTE W AFZE|(Cloud App Security)’ol 91
5 7l AEste] A AA 7eS Aot MIEAFEE = A3AE 714t
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(O3] ASKIS thet 2ot

Trusted SME ,—7/ Non-trusted
_l l Robust Models

8 =

3. Operations Security

O
B % 5l08], FA0] AFABALEE RAAIE W Fol S 5 9
A, ABASEL EYste] BEIAL EAALo] Y T
53 B9l et A5H BUHY 9 Reo] Waste, | RuTAAT

o

O 8oty AE @ 9% Am] B A= 5ol ask

ol ABA5E TEte] 1E FHRA

AR, A7 7+t 15 A5 (eXplainable Al XAD] thet x[&2 Q1 A+ 9 A&
o] g5t} QIFAE l%(ﬂi“ﬂi” S)2 ddole € B335 garg Hko
2 AREANA QAMEA, 4, dlE 59 HEE AT T, dF wiley

g4 5= %Rﬂﬂla—/l %‘éoi A5 EutAet B, &% T Ao &
A g |-55HA] 5ol ol4r7t £ASITE. o]of AREAL Q1FA]
T A&H EXth A Z—iﬂf—’ olsfistal ZHIEA djAste] AitEo] BAE= I
& 49 JHSIES e Zlso] Basit

X m|(F) A Are U S A A S EH(DARPA)IAE ‘17WRE XAl B8 Z2AE (XAl 3k 2

R R PRO

—

[aE] 2% Jtstt ASXISo| et 24

Today f Task
* Wiy 8 you do that?
Machi Decisionor * Why not something else?
]’m Leamed Recommendaton * When do you succeed?
Daa [] ™" M Finciion * Waando you fel?
Process * Whencan | trust you?
Mow do | correct an eror?
User
XAl -
= - | understand why
New - | understand why not
Training L} Machine ] Explainable | Explanation * | know when you succeed
Data Leaming Model Interface * 1 knowwhaen you fal
Process = | know when 10 Wust you
Fprest | know why you erred

[EX: RSA 2019]
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4, Wl 71&3sleta Sistely] e trakst Bofo] AE AHE Adeta W

=3t= 7 ZEasit.

ASAE 719 Het7|so] AEd Ardell Pgae=z HBH7] Aside ARt

£ Aol el XS AgaH] AL
d ABAES BEY 4 Yk Hokoh WIS Aol WMo S Ut A
9 8t

A, A EY L AR RS B9 ABAE ALH AEAH FAol B
aspt,

SIEM 5 ¥ldlo]g] 7]¥te] RO Ao 44 o= deolgo] el 9d Hre
AAFOE I8 o2 ol et FTA T4 A1 5 9o, ol Hebgulols 2
A% BolollEd] Yhat Al o gt QRolA WA AR AATeRA o
2 gol e AT Y & AeS T

[22l] SIEMIt CTI ¢A §HH

Malicious URL / Crimeservers

£ Proxy Logs Inter > F ASIEM < IPs/Dom
P [ B B - A SRR - |Hacktivism #ops
e
— ez trreeaee > Q : [Malware hashes ﬁ
B Endpoint Solutions : - |Infected Bot IPs %
: : : JAttacking IPs
i Firewalling Logs / IPS < --------------- v v M R R C
#Actionable Threat
Intelligence Intelligence

o3 > Incident Response
e > Security Operations

%0000 > Network Operations

YA, HoF #ElE FASH] Y5 SOAR(Security Orchestration, Automation,
Response) Z-&sto] dAA A&st D th-3AZ &5 32 4& 4 ok SOAR
£ &9l ATA o] HEH HV|&EE TR0 G8H0E AT = A T & UL
), o]2 Ql5f| AFA|5o] HF 7]&o =ot=7] YA+ SOAR +&o| =F ol
% SOARE THFSh Bt g digh tf-& Z2AAE A8k B2 79 Het oJHlEE Al =8

ol MEstar, Bkt HAY A] BESHE GF 2 Ao wet AlYo] HA ST 4 A Tk

= HAEFAHQ. 7IEY] 2W, SOARS Al 7HA] 76 Al5dtt 7P 583 7162 Assol

o} SOAR2 Ao 2 9E 94 JHE AEsty fds| JFE Foj&tt. 285 oplh, 7138 W +

=5 HS &340 Ao RE H HAS WHFE 75k AT
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T3 olE HollAE 4 Bt &£F479] AAE HolAE STIX/TAXIL oF 22 At
ol HEFFAAT 7|0l

% STIX/TAXII Support List : https://stixproject.github.io/supporters/

(23] SOAR R

Convergence of SOAR Types

Security Operations. Analytics
and Reporting Stack

% 'anm

. | Response * SOC Optimization
TAssmsment ) = Threat Manitoring
‘ ’ ’ and Responss
Detaction = Theeat Investigation
and Hunting
Conbguanon = Trewat Intalligance
wu wd | wyubem change
uu Presbriom e —— Managemant
modul »ﬂ fhrosi || processes. patching. rule
mwu pu,m ignate
creation
SOAR = SIR + S0A + TVM SOAR = S0A + SIR + TP
- *
2015 2017 208

[EX: 7tEU]

Spxuho R Hot HoplA ABAES ARAOR B8] PAAE HAHEE
% WY AN L% DR AFAE T A4S AWML Y F8
& A3 o1l Aelck old] BRI el sl
3 T 9 A oIS %9 Hol] Wad AFAE
B &S Aold mole] B s A Wastt

N
1n
S
et
l:l

AF7HA) ABAS Bol71&e] et @ U D ol4, chore melAkel o
Qobmgieh. W7 717
A&Ho ALslolgon] o5 Hgstel g
14

rir
l-fO
o
N
or
N
X,
!
o
o o
T
rO
N
>
2
12
oo
_Orll‘
At
rir
>,
rr

W2 ok AUt ol YA HH AF7HA= 71go] ARtelAl e AldEt
d, oJAle ARdel 7lgel $Eolof He AlZI7F HA %St dn 59, As ©]
AZI(RIEAE, ToT S)= Eoldt.

ojFS AHA %X}h 190340f =fold 7} & 2=9] upiAlE= Fo| 4z}
o E AU},

Al SEAAE sfgeor7F ok A A5, FE wrto] 7R FE A
. AAo] A7) 28l 4lof SHd 8717 HbERA DA, HPHEEA:, HHE
ordFa} SoA & ™ QA L2

A5 20| vl SABHE #1350 BE o4 FHLL AAlo] Yshs A
Qglzo] ST Aol R o] A4S LA REY 4 UL Zelth
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AT S UL "o O

T/tEeV|Ee A, HIY HEHE
T/tESV AL, BT Y

1. YL S

FAHEFA HopollA FHE 7MY FEHE= FAE 20199 102 Nature Ao Al
AE 29 “Quantum supremacy using a programmable superconducting
processor °]%t =& Tio|t}. o] %':——L“v:"ﬂ/ﬂh ZRATA Z2AAE 7H] FAEFE
7t FHAFE Y ALEEE FYotr] AR AL AWt oA FAHFEY Al
7} HI2 S orket 9l&& HojFal Qith

[Z2] Google Al Blog: Quantum Supremacy Using a Programmable Superconducting
Processor

P ke » { i
[EX: https://ai.googleblog.com/2019/10/quantum-supremacy-using— programmable html]

FAHEFETE A& THE U2 = 9 AEEREH 1T & A v,
=, 19 5 =7 SA9 it Z2A4E 9 Zold, 32, IBM, Hlo]
ARATEA 5 HF 229 ICT 94A]~—01 =22 a1 9t} gt &9 we

AFAEo] AFA R o] Fdhe 42 YA FTH
Z HojE
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FA7IE A7+ 2715E AS7HA 7S Bel AFEHe W2 FAHEFET IS
) 4o 17} 7 sisdrte Aolth. ALsHAl Tk, AAIAN, A/AHE
‘ﬂ%‘ﬂﬁ]-‘ﬂ A<l RSA, BHIFAYZ 5 37071 9=E FAHEFET A =g
- dojot. dd deAA S8 F A9 F1l vErId=et SVIY=
< 5 1%*301] sgote WEe=, ddl dTAA AA7E FUAE d¥be FHS
o 28y SA7I9=e] siEtteze A A8 AA 9 hdde Fukels dddt
Aol E & k. B SUM7|9R Ve AHUAA N EEEe BIARE <l
et A4S 7HAL v = o Had 31719 AlAle A e S flol AR
A7 2%t FEo)7|e St

FARE °] &2 ICT 79| AR FAHFE Y Ahol s FAE ol-&skof =
Aok Zle= Atk SA7I9ES] 8 7s § sl 712 Ve 80dH &

o 7/idd FAZIEHets 7z A o Aot FATIEH 71%% ‘3—194 FAR! 3
A2 JEE Aoy, Ao s =S 4ET + 3

FAZIEHE FARERE olEe] EEs 20009 2RHEH, J }—t‘ro]:oﬂ/ﬂ s
AT &+ e Ve A7 ¥ SEVF @ol olRoF. AR Qo FAE

&3t e do7lsEe AlSste AT ASHeR 01201111 AT}, EQE FAF
=3 to] FAGZ Aol TATH(AFAE 271 A &
AZ1EH Rre® JAFLFAClR FEe Bl At FAYT A FAEFH
9] A

30
T
r1r
ﬁd

rr
I
)
rulo
J
i)
_r;

el
oo
rok
of
>,
__>|“‘_i‘
2
il
Hy
o
ot

o= PN L HESRA 714 EPte] PYRELoltn Pk
TAHE FAIEEA 1 F PR 22 0lFT Y FALBEAY
941:1% A3, A EE Al Hete] vighe] dse] ZyshEch

2. YXIFTS A o)

—

44 o
rele T ol

ERE A= o, 23 AA i F 5L+ oy 1m} @
19] LR o] 5 o83 AT WA 7HAYTE oA EolhH, A
QIsto] 22k AlAIHA A7MA] 2oldl FSE9 sf=o] AL,

st A== A7 =AU
1976\ & 4812+ W. Diffie@} M. Hellman©] “New Directions in Cryptography”
£ =g 50t AHYUS o] &3t B 7R 7eS YHSIATS]. 7129 dEs
= L—i—?} TQ}% o]-&-5}o] ‘?Ji% EA| Eoles 1QHeh ¥, o] =R HAFES
WS AAISHA. o] ol HiZ

g oS
fol
N
i
rlo
_I‘.:

)

—_L
=

19




——
ol FEESMA MEYZAL
2019

ofhiz Qleylo] AFAY WASHEA £, We FHPYS HolwA B ojele
2 AYS $E AU Aol

o1F A7IZ AHES) BAEE olgstel, Holel 4Et U AL THssh
Sl RSASHS, EFUEA QFE7) 1978, 19854 fEEjddeh. S5] of Aj2e +57]
52 BET AAAY 715 ABIA ARE FAT S+ 9t T AT

27129 F1go)IE stek 3] AE1e WA AR Ratel 2 9

2

AT, T HREY 82 E HE 4=
v FE O 5o A =g 5 e

o L

TOA 7H Eol AFEH A, o3 A9 AR-A Alx
2l B 4 Qe AL 19849 E28kA} C. Bennet®}t ¥&5HA}F G. Brassard7} ©@H
3t “Quantum cryptography(Public key distribution and coin tossing) A A]
ZtE] BB84 L ZEE-FoO|L},

[1%] BB84 Z2EZ

oy Bob

Ahce O Diagonal
. detector basis
Diagonal
polarization filters E \ a Horizontal-
. . - rtical
Horizontal-vertical \ ‘” Ve .
polarization filters % e\ fjt \ detector basis
/l\

Light source

Alice’s bit sequence 0110011001110
Bob’s detection basis m x| [+l <l
Bob’s measurement 1 0010011000100
Retained bitsequence 1 - -100-100-1-0

Image reprinted from article: W. Tittel, G. Ribordy, and N. Gisin, "Quantum cryptography,” Physics World, March 199

[EX: V. Makarov 2HXIZ, IQC Short course, 2014]

o] BB84 TR EZL 23}l Al x}srS o] L35} T Qid|, & Algo] kKo7
A= FAHE ol&sto] F27|E HdstA Euf % ﬂ%‘r@ = Qlt} o] A2 7|E
oo g FAAEe] 7|Rtstal Qlo], FAHEFEE ol&et =, St 7R 2

_4
Olr
-
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710157] 30| A5 HEEA ot £ LGS AT & Uvks FHE 7L
At

ole} Zo] FAE ol&%t AT 7] EH7IHES A EN(Quantum Key Distribution)
2l ghe} 5h 0= o|RoR= 7|E dEH= B, AR TAE
st Ak g or FAHE olF A, FAE Ao = e A& St=d
o}7} "Qasta, o] ME st=Eoirt AZEE FANES ARSI o 7] A
OF= aA7]eo] A7 Qlof, AR Q] ol 3ol Fes] A= Y=
EA= Qo

20009 ZEHEE FAEFHFE fIgo] dFEHAAT, 11 o|F HF7IE FAEF
o] A o]Fo|X|A] o}, FAZIRH] 71&9] A&2t= & X0 o]FofA]|

At ZEv FHE FAEAFEQ THo] S wet, ZF HofA
S Ao &5t AS sty AlEskele, 7wl AAldE &
A &S 95t Utk A& 29 TR AR Y AHE S7hskal Stk
FAZIEE FA= @A IDQARL), Toshiba(@B), MagiQ(Wl=), Quantum
CTek, QAsky(3=), SKT & thgget 3JAtoA 483t &2 835t £8lE st

PR 7 e BeAE Ho] Kol PAYTEAl] YESoIR LhoT
oI} Qs Watwl, FAATEAL FAHE o] §3 FEBAlolekT Fojshe, 4o
et BA/1ES BE 021 otk I9A%, A4S e S 45714L 7]
Bujo] ST glow, AA] FERHEDAAD), AREATIGD)S FAAFH
£ QPHT AT 4B olRolA: Bl AYHT Ytk 83 B AR

)
r
1o
=)
2
>
e
£
el
)
1o
o
.
(o]
ol
o
o,
rlo
)
il
1o
=)
fol
oj
>,
fjo
2
vy
ol
I
= (B
l‘.ll’;
>
N
o rr

fr ¥
p

Y

§

=

N,

or

il

Z, A FAGTFAS PAE 0§ AR 7150 AR F FHAFES
o183 FHo] AHA Yw3} 715G AU, FAUFE L FHAFE T
B TAHL 2 YTAAL AFA o] PAYTEAG AT A AGEE
1% AESut 9UA 2 NS ABT + A Bt

FA7IEH 712 d AEHE AHE BE7] YsiAl= vl5 NISTOA SEARIS 2185t
= FAHAFHZ)E S Z2AE(Quantum-safe/post-quantum cryptography)
w7t 85ttt FARAAUAST = d AdTAA EoA FAHFHEFEE ol&3t 520
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£ s RS IANGEE oulsiet.
P EE L PARAABRE 7S BE FHAREES o8 &
2 sjast] SAoh @A AALHL Uk PR BT

A o5
g9 O
(e
[Rallo) :19l
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oo
filo
N
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O
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N

S 48T & vk A 7ML Aok Wb R
St=Qol7l WRekA] 9Fil AT Eo]g thekslh tiuto] Ao A]

AL, 7IZHE ARt B2 Ado] RS k2 o] U

44
el
i,

oS
D)
N
e
=)
N,
>
rlo
)
oo
ot
o,
1
H
ol
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@
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oo
el
=
i
i
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2
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o
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e
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ol
S,
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o,
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CTek(E), SKT 5 thakat SAolA 483 &2 483l 2us Agsta ok 4
83} 1%L GABA 9] oL IR} 95 1eHE tFo] F8 BB84 T

o] AAIEIL ATt

AR 71E2 71 FEAlTe gE stue FAE AF Aolsh] Wz, 7
< Ao &8 TS =

g, =230l AAE Adeste Hele’ 39 stuz FAVlee A4t
HASAA A FAE ASsHaL oy, Hdde ZE5gw 23=S wEold
al A FAZIEHE] 2okl A= 20170 2,000kmel Eote FAL=Z
HeAE 71este] 24 SolH, 201649 AlA H2=2 FAF 940 EAEE 45
o2 TAIYAL, 201749 o] AAZ ol8Rt FA FAFIZE JAl A

%9,
=
M
ofy
Jdo
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(O8] =9 g YA7I=H 2t

Micius - Graz, Austria
Date Sifted key QBER  Final key
06/18/2017 1361kb  1.4% 266 kb Micius — Xinglong, China
06/18/2017 T711kb 2.3% : o Sifted key QBER | Final key
06/23/2017 700 kb , I 1.2% | 61kb
06/26/2017 | 1220 kb 5% 1.1% | 141kb

119
7600km M1.1% | 198 kb

Micius — Nanshan, China
Date Sifted key QBER Final key
05/06/2017.  1329kby 10% 305 ko .
(mn?.rm'ﬁ' J‘hﬁ KB 17% 398 Kny i :

[gﬂ Physical Review Letters, 120, 030501(2017)]

2o A= 20099 o] & SKT FE 2 YX7| 8] 7|& 7fdo] &dstA A=
At 3] SKTE 20184 AAAQD FAp7|E8] #AI]ARI D Quanthue(o]s}
IDQE S5t FA7& ARdSH 2 A8 AT Aol YA ot FAEH
A 2 IDQ F4, EESR= SKT FA0= oj¥slste] Fxlskal it ES KTE
PR Ee] A A 7[HEe o] AT Qlom, ITU-T FAEESIO] M35t it

A 7IeiE Eieks EAE, FATIEH 71ee] sfasford HAE o3

‘alobxt‘r. F2 7 A © FH SAFA A, @ A "ol A9 A oF,

Y =238 FAT oF 100k He)) 52= F3E 4 Ak oA &£

Xﬂ—"é— 25ty f @B, e AVHY SEBA S47], AR Y 59 Ve
o] A= Y Folot.

[E] £ SIS YR 2bf AlAH

t
S|AIYS Tomite NEC OAsky | Quantum SKT
CTek

13.72Mbps | 1.42kbps = 112.4kbps 40kbps 50kbps 10kbps

Key Rat
VR @iokm | @50km  @22km | @50km | @50km | @50km
Key
2.17Mb 1.42kb 40kb 40kb 50kb 10kb
Rate@50km Ps Ps PS ps Ps Ps
Decoyed Decoyed Decoyed Decoyed Decoyed
Protocol Ccow
BB84 BB84 BB84 BB84 BB84
Encoding Phase Time-bin Phase Phase Polarization Phase

[EX: Toshiba (2017 ETSI Quantum Workshop )]
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FAFIEH FRe] A 82 foiA= A7l 78 A0l IE EAS HEo
ATA|AH] *“7371  Z+E =94/SWH, A58 34 5l WBHHE >3 HE}
SE oo Z2 teFet P Al FAFIEE AR Y b AHEAA S
£ H8ll 71eZ o & sjaEofof i, 11 Ayt FAZ LR 5R1E EESIE A4
ojof gttt AAE A AHEE= AEFAV|eS BF A4 ®220 YAE dXE o
g 1 2 HAISEHI doH, FATEH A 7= AESE A6l o9t &2 dX}
£ SHsfoF gt

FAZIEE B iRt AEE A4 AT X2 FH EEFIQ ETSI
(Buropean Telecommunications Standards Institute, FRA7]SAEFE3])o]
o} ETSI= YA |EH] Y¥31E T leH, 7709 GS(Group Specification)2} 2
7He] GR(Group Report)e &30l 7§Alstal it

2 EM=

Quantum Key Distribution(QKD): Device and Communication

ETSI GS QKD 012 V1.1.1
Channel Parameters for QKD Deployment

Quantum Key Distribution(QKD): Protocol and data format of
REST-based key delivery API

ETSI GR QKD 007 v1.1.1 Quantum Key Distribution(QKD): Vocabulary

ETSI GS QKD 014 V1.1.1

antum Key Distribution(QKD): Components and Internal
ETSI GR OKD 003 v2.1.1  2uantum Key ution(QKD): Comp
Interfaces

Quantum Key Distribution(QKD): Components characterization:
ETSI GS QKD 011 V1.1.1 w )
characterizing optical components for QKD systems

ETSI GS OKD 005 V1.1.1 Quantum Key Distribution(QKD): Security Proofs

Quantum Key Distribution(QKD): QKD Module Security
Specification

ETSI GS QKD 004 V1.1.1 Quantum Key Distribution(QKD): Application Interface
ETSI GS QKD 002 V1.1.1 Quantum Key Distribution(QKD): Use Cases

ETSI GS QKD 008 V1.1.1

(EX: QEUBZHS|(ETSI) EHO|X|]

ZUY o A= TTA(Telecommunications Technology Association, $FHEA X EA]
71egIollA B2 JPsta Sletl, BAT 71sYS(TC2)oA= ETSI &A1
CYETS, JHES 7|&UI(TCo)oNM = A7 =0l Ea3 Z2EF 14
I HQF QFARRE SAH 0 R Jdskal Qi

Korea Information Security Industry Association 210



XH=
EEES

TTAK.KO-12.0329-Part1 LRI I2E: A 18 Yt
TTAK.KO-12.0329-Part2 X} |2H: M| 25: BB84 DZ2EZE
TTAK.KO-12.0356 AR [2E: HotQTARE!
TTAE.ET-GS QKD 008 LA |2 BEEHA
TTAE.ET-GS QKD 011 LA |2 FHQAENSE QKDA|ARIS o4 EH3t
TTAE.ET-GS QKD 004 AX7| 2 S& 2UEHO0|A
TTAE.ET-GS QKD 003 LR |2 FEQA H HRQIHEO0|A
[EX: TTA]
ISO/IECO A& o] ®F3F FA HFAI Ut dLTIEH FH EES
T

TTA EZAAH EL?ﬂ TR ERET ZREE B4 F42 Holke 9% €L
A5 olg dRiEoA P 2835t] fIFt HRt 8FAHEE B2 R
ok gubEel Bt A 4o IREF(YHE) B AgEc. :LEM
ISO/IECO] ¥ LilF EE8 TIFOIA= oI5 AASkL A o, &
TZol HAEA o2 Brh 71E EEE S48k Sl 20179 7R 59 819
oA ‘s 400 AL, 20199 & o|A=HA S|ooflA P4 EESE HA=
A = 9lct.

[B] YX}7| 2Hf &2 ISO/IEC JTC 1/SC 27 BZ=35t

938371 Security requirements, test and evaluation method for gkd-Part 1.
Requirements

93837-2 Security requirements, test and evaluation method for gkd-Part 2. Test and
evaluation methods

3, ITU-TolAE A7) 2 28 9 FRupurgy] 2o gt chepet 12
S5 SG13% SG17°0AM st Aet. ITU-TY =AEEShH= KT(SG13) %
SKT(SG17)7} BAer 23S who} ¥235} &= 2Tk Q)
ISO/IEC _H.__j_ﬂﬂ— _LLEE_L Ex%o].x] J—J:_ uﬂ7]_l:ﬂ-tﬂ_0. 1:]1/1(]—01?_'_ 3]._]'1 0101 E?l’
d AE AV 9& ASRE Holn, ITU-T EESH= ot o9 A7) dAoltt.
Fo7lEHE FTALH] QlojA P S AFche 240lHE, FE
o AE 9 AW AFA gH7F a3t BREojth oA 71EH Y FoFHe AE
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ke

A B, FAGESAE FAEFEE o8 siEAEA A
< ABs] At d=sAl 7Ie] stz ARSE Aot AR oRE 4erlE
Hishs FAFIEHE 71ed A dolHY 1% deskE g9tk vEr] 4=, A

o
o= sl deHaL, #d kAol S5

x =
AT TAS FAHEFEH " FATA2E dEe v ICTEEoz 79
H2SA7IEolA, @UG=AAL Agste], & ICTIAM 8T =+ e ded4l]

e AT o]F Fovt Aoz EEHTVIZMA B2 AlZto] &8 =
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AAel dzsil7leel 47t He I, 4=
ZIed sl 23t dAe e SAAAC7]

TAHEFEY T 8 A HEYATE T2 d2EAA
o= o JHAN, A FAYEFAlCl olHT ¥
TARESAl0l BT FopoAE FRHoz dA], eF=IL,
ST RE7 QI 4= Qlojof Qi o]e} o] AT EA 7]
e gdisha, Fdske FAF ICTeE E2E 20| stofof, Hslole doaAlAl
et 87 SO FAFZEAl A Fe b B2 =e°] 2 ZolH

o
r,
o,
&
i)
N
I
i)
rr
1)
ON
ol
55
flo

F. Arute 9], Quantum supremacy using a programmable superconducting
processor, Nature, 574, 505(2019)

National quantum initiative act, Public Law No. 115-368(Dec. 21, 2018),
https://www.congress.gov/bill/115th-congress/house-bill/6227

China to boost scientific and technological innovation,
http://english.www.gov.cn/policies/latest_releases/2016/08/08/conten
t 281475412096102.htm

Quantum technologies flagship,

https://ec.europa.eu/digital-single-market/en/quantum-technologies

W. Diffie, M. Hellman, New directions in cryptography, IEEE Trans. on
Inform. Theory, 22, 644(1976)

NIST, Post-quantum cryptography,
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography

C. Elliott, The DARPA quantum network, preprint, quant-ph/0412029(2004)

A. Poppe 9|, Outline of the SECOQC quantum-key-distribution network in
Vienna, Intern. Journ. Quant. Inf. (2008)

F. Xu 9], Field experiment on a robust hierarchical metropolitan quantum

cryptography network, preprint, arxiv:0906.3576(2009)

R. Hughes 2], Network-centric quantum communications with application

to critical infrastructure protection, preprint, arxiv:1305.0305(2013)

China opens 2,000-km quantum communication line,
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http://www.ebeijing.gov.cn/BeijingInformation/BeijingNewsUpdate/t1
494836.htm, 2017-10-1

S. Liao &, Satellite-to-ground quantum key distribution, Nature 549,
43(2017)
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5G At 2 KOk

SKQIZA -

1

RS

5G AlCHe| Al%

At 49 AA Az FWelA 56 UEAT AHlaTt ARk A2 AE A
A3t QA Tl 5G ARHEES ob4] 4G LTER Qs Azte] o AAW, 562
Aoe 9l Wo) YEAD H4 9 Swet ol TeRE Lk JYHd A of
S HojZth, AW 129 249 AZAupAo|Hof 5G AREEZOFE [TEQ 5G 92
A $ES HAET At et 2t

(O3] M A8 3¢ ADIEECE | TER 5G HEYI ¢HZE Al &k HAE

\_TestEr nd | 2z \ TestEnd = 2012

bb8

Mbps

3]’4

Mbps

14.92 {J‘sw 52.8.. {‘ 20

5G] o] 49l 20Gbpseh 2 Aol7} QAR LTESH: HlEY 4 9 HER
200) o4} BHE SES HolETh ARto] AYSE 56 YEYAL AP, A
Futh § U AHAE o8 4 A B Aol
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5Go} ol Ath HERZY Fol 4 ML W, 21k, ZAAA, ZAB 3714
492 F= o3t

b
I

Al

5G YEYIL ol24 | 20Gbpse] £E& 7|& 4G Y EYIET} 208 w2
oh 2= ol 2 £ 9 A B flolE, UEHA Z2 OTT(Over The
Top) ABIAOIA AFdhs 2184 @4 2AEHYS HHY 77]oA% #3 glo]
A 5 Atk © Yozt =, diMHotet 22 7AEA &8 2 AY AEY
Y AE|A7F S48t T o] AYS TREEE SFA| ¢Fal ooy gt} Zo] A
Efyo= &= dol & Aolth

=XK1 A

5G9| A DA g
HolAe] 8o 1 AHo] =Fsh= ARk uititt. &, A Aol Hthe A2
H7h A&et dlolg7t AigolAl 2uta e =aetts Aot 239 AR&HErt
SAsitt A AAfREo] HastEE o] A SEARNE E°leH Sasit.

5G9 7H 2 542 vk= AR AUt AAdAzEe] o S287? A2 7
<=2 Hid Aol b 7, Fold 59 oY AlA RSN FH AF =2
o] EF HEE STFEOA FHH R sf4ste] d49] Age] AR A,
7Hs, 2F 5o di ¥P= WEoF It o] o, YEYIf Ao
AR olojd £ Ut} 4G HEHAE o8 4% A&+ APl fde 233 &+
AsHH AsAZ7E 1.4mH] ¥l 5G A= 2.8cm Hroll EA oot f1E
o bS] dEd 4 Ao
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A YEYIAWEY I 5G9 XAAA 7|&L A5, 9498, F4AA
(AR, Augmented Reality) 5 ®FE2 SHo] Q3 7]& Hof @0 7]ojg Aoz
71t
ZHAY

5G HIEYAS o d47]7]+= 7|&XH 108 B2 kr & 1009+ 719] 71715 A
2% 4 Qloh. AUEE, HlEH 5 45 717|% AdEHE $F0A 5G HEYAE <l
s AR5k, 7HA, FolEE 7171, A & 2 9 BE 7780l AR AdEE
2743 AHERIE (0T, Internet of Things) A7} ©7FR. 3L k. AJGZRAF AE7]
21 7FEY = A" AZAEE 717171 202082609 7H2 SUFE Ao2 4 Fct

184171 34t S71718o = AlZHd 13 AGEES Ay 8= AT 47 A8

g
4
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g golsL Q. 43 AAE L AFAST AR 59 714S Fow T
2994 A15lo] Aol @ Aolw, 56k olF U W4l Qlme} 7|go] & Aol

5G AlCHe| EOt 2y
A&Hs THez o U2 7lgo] Yetal, 43 G ga &2 Hro] vy

£ A7lols Ame 850l Uit Sos 56 @5 o B Ao S99
A5k e ARSI A ol Aolw EANE kSl ¥ 2 Jgow ot & %
oAt} 5G9 21, 2AXY, 2AZole 7|& FA4T o2 B ATHE we o
et UIASS TAASOAE H8 e B4 ATIo] ol dutt 2 o] A
2 wFskn ek

FAAO BN B, 56 BAL T4 D 27 el RS ABAHY A7)
of 2ol 5715 0w, 71910 JYulY, A9le) LetoluA] Ao} Ze FL
HolEl oldnt o w2A o ol T & it WAL AT 4+ Ut

Massive loT: 45 =0iLl= AOIE 7|7|S3 YES3 ¢HE
108 Axt 3= JAeylo] A4 AMESl= 7|7]E2 LEE, AUEEZ HES &
AR 77| E0|UA T A F2 AntEgt= o] EQl £H2 7|7|E0] 7stEEe

=
= AIEA =95k Sl

T s A e

AZ2HIL et 39 A=heE WY ACIERl AAEEY YINE HuEY Ag
o] Ztok FojHolal 7[Egt ofo|tolE FAet AUtE Y|7]E0] ™ FoliL, ©]
2t 717150l AEA HEYI A2 A

ol HIEYA o] AmEE 49 £k ¥ v T FHE FAHH, 56

%8 AE £ EE 717], IBA H Yot ARG AlAet 71717 HEYA
of dAA7I= 2A4 MRS BRE Sk 9loH, o|F Massive [oTZ HATT A

UHUE olF= 7I7Ie2 ol Al MEHA &= SASIAAR 5GE 3l
o} EdiYdt 7]o] obd -4t AdutolA A 7ty 2 A

7kt A

uE o,
N
o
fu




|
2 HEESAY MEAEAL
2019

Tkm Tkm

56 1hr 9 o1 4G o] 10d] BE 10049 7171 QA 4 9k

42 AEHY 7Y V1% F Skl AFRQIE Y Chopst AvtE 77152 o]
L ogld SR AP B JHE AFTOE 99 49 L RelFT glov,
AN 5 ARG ARUAEY 7171 5L oA B AR S AurEel ARiolA At

A0 AZE+= 5G9 Massive loT 2HF0A 71 &

2 HIE HeF HHE WESHL Q= 717]1E°lth Massive [oT 8749 717152
F(TV, CCTV, AlA B)°l A= HWi¢ 22t 35 oFIEAY Z2EF AA7} o]
53] AALFY 717152 Het 715 B4 AAI7E ofH 9 5G AltHY] ti®A 9

£ (Shodan) ozhks AMAS HEL Solfe Aot aw IP7HE,
CCTV AUETV-YRAL, omigd], 2hed 5 e 2" A AlAY 7I7e=
HAolgto & QI Hlo
o]
AR
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23] &

TN iptimeS ZAHSH Znt

#% SHODAN

# Exploits #, Maps

4d Server (ipTIME A30K

Z €7

i3 [

§ 5l B
¥ 8
]

220 {pTIME_FTPD 1.3.4d Server (IpTIME AS204T-423401) [192.168.0.1] EUC-KR

10} Korea, Reputiioof, Fons

eeeeeeee 4d Server (ipTIM ) [::FFFF2192.168.0.1] UTF-3

o Q= AL Wk &uolA AN P eht AR FR10] sl oD
1717 AZSHE 712 ololtigt HAYES Yeistel Ht Mol FFsSiks ool
1

oLt Y7 HEYA =&32 7 dHZE 4 52% ol

A A2 02 [oT Aldi7F AZHEEA MZE 717]1E°] o oHF SAI5AL
= A dAEel A AdE s Betell S8 771 Erke wE A4 3
24 FEREA FHERE 71719 7 53 A 2HRNE EBe AUE V7S
T o, HebS SR gt &vAelA 7 S8 A2 Y 71717t Alsst
€ 7Iselu AlEel 7Holtt. 7H4 FAge] 8%t AOIA Au|ge] 7171 At
5 o] Het 7leo HFoke A2 AY oz dolrh. Eot Y, AArgoel=t
[oT 7171€9 544 =2 &2 dFoIH B 7leS FAlske Aol oz
? == BT Bt AERE 59 AE ==

g = & T3 2 & Aok
5G @AM AEA sk 717152 219 4 A dubdom w2 9
F= A Ae7tAs e H 2 2 A9 FAES WESkL A

219 ez
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ol FEESMA MEYZAL
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20169 10¥€ 2dol = CCTV, 223 47], &+¢H 59 di+t% DDoS 34
of oJg m=e] EYE, YEYL, FEEFYZ, CNN 5 F2 AP|EZL ZAZE Au|A
7t FRENoH AFE HE YUt # %4l DDoS ZZo|t}.

FUE HIHE Wxzst Q= 717152 AEAA FIHTEA7 HEE S
ANAEE A7 AY, ditE A Ad 52 FJH 23 5o &8E= H9E 717
2 E(bo)ed A u|sit.

[
i)
=
K

uleto] UL Qb AWHE AT Zol AFo| ok 7175 Aol A&
T OMIES AR AAE 777t Fu0 & tE HoRE 7171 FAAE
WAow whes ShtElgle. vlgte] $Ue AAE AutE glov] A A AA
S 9] 717150] geE AEE WX s glos ZEH R DDoS B4 7Y

st giet.

g o] Z7HE 56 FANAE 2B AT & Uk FARE F7HR0H, ol
O HgEL Fokt 71712 o wol Sob ade SHAYIEE AT 4 Atk 21
&, 2AXAY B4 2ylo] B 4 Uk R ttolag] 2% o WA 7}
St AHIAE EG AE F V1S 2L HRE SE 9k JVES weA 7
wfeta gk ek #dlo] gt AAE DDoS 34 1gel FoEln Atk

ugto] %4 DDoS AL 1Thps 27 Wi AR 2o FA0IT. s
5C B70IA °188 sAS AY 717 29 7t FH0] BEY H Ak HAS
o Zth oA AWeA EHE WK 2 729 DDoS FA WA % 9

on 71452 olo HiHlsfor it

5G HE®R3 &2t0|A 2F A2 Ol

7123} 56 YEYAO E b2 o]He i LAA 2
SlAgoAE Bopd ey 859 w 1A A Eg¥og B

re o

N

&< ol&st et
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(O3] AZEQ 7]H 7|2 Co BS =2 HEYS &2t0|A2 4

)= ok 1M 5G LIEYS 2t0]Y

A& Sol Zutd HEHZ ¥ A2+, 10T Fo] st 53 FolA =d

29l YEYD &l A0H AEWE THHE Yool o) WEDL Sepo] A
2 APt AR HA) goke B9, shtel Gtolast AP BE SefolAE
A Aok FFsHol

o me ot 98

AT VEYA JEESY (ENISA, European Union Agency for Network
and Information Security)?] il z}gof wt2H 5G Y EHIE 4G 5 oA Alf
o) HEQZZE 7HAAL = F R0l sUsHA AT Fage. tHEZ o= SS7
& Diameter FIHLE HEYA EffgS A5t SMS HAIXE 7F=HAY o
2 3xog Hy £ 9l Fokdo|th E3t $3 A Y EYT AHHT UL ‘ENISA
THREAT LANDSCAPE FOR 5G NETWORKS' HEILA oA £ZEF0] 74k Y EY
3 ol ElX}] SDN/NFV] FHekd 5 5G 4l 71&9] 770 F9ol gt B3t AFES
Tt

1]
uin

5G Altet B AeF B ZHBAAR) 59 7162 6g T, 48t 7}
%318 Aotk SR 4259 7]%0] AGH AEHe A

7] ® 498, Ak Sol Y 49 gaA A9 J2HE 5 Het g o
2 Az4ol WS Bk ZUAY B3 48R XS SO T Ar|A
AR gH 5o NI BAY Fs o] EoH, AABANN BEHE B
AEA AHAE BAS] 2AE ARE ATY A4S 2 Aol AT & Ut

7HgollAl otol9] S fI8l ARt TP 7H=h7t =88 7Hvete 882 & 3,
AUE YFIA-TV-ASA 52 3 HAEET 728 & AT 382 7171E0l
HA ol A=l 7Fes WL, =29 1 AAHE XA AILE fE A

é

o




7Ie T FEe 5G AlHiet A ojdolle AT & flld Ht fdEc] AHd ¢

5G ) ANEE, AvtEREL] 181 ATEAEA LE 7]7150] YEQL
o AZAE A8/ Eo] TS 56 Aol Afolw BAT YEL 1 ol A= 4

FE + fle =R AgFelal  HEE oojd & it

5G Altf2l Fusot

9bA] AbElE A7} o] 5GE 43 A E o] 7]te] 5
28 71450] tehta AYstd 388 982 @ Aol o
243 W B ARASL 56 Hoto Wage | ,
9 DDoS B4, 4858 454 317 5 Wi thrhe Btk Aol da Z0)7t
g g sict.

5G 29l 2 7V 2 W5} F st YEYD 849 Wlolth, 29 BE

o] S, SDN/NFV &AZE¢o] 7|4t o}7|dl4 5O =2 5G At HEYA &4 H
& BgoiAa, old B4 S UEYIY 78S gEst= oS 1
ATH EZF B HEYA 0 wet 3249 FEV tfsjAHA T @2 Heb
A =29 7Fs4dol Ut 5Gol gt YEY T 34 #sto] wat HEHT Het
Aol EiE AoZ AAHEE YEYT B 7|FES AAH HEYA Ht E
ES T UEYIA 7MY FEeF 1wstE o EfY €4 7]& 528 5G HE

AT He ARE FEZA Aok ERF 5G 1zt g Ao mE AAHES)
(NGFW), IAFAAARAPS) 53 22 7IE HEYD Het v =8 Sd= Y
A2 Heb AFe] ARkl Ao diet ZlHigto] A

71& ERb &of Qo= 5G At Eet EdEr FEE Vel FAYSEA,

2E2A)9l0] 9rt.

JE

{m

FAAET AL FAY FAEH, A, B 59 A4S ol8d 7e=
FA71E W (Quantum Key Distribution, QKD) 7]&°l o 3 FALSE

Korea Information Security Industry Association 222




Al < 9ulok= Aol ofd QKD 7|&Z T 7 457E FHsHA A
Fajste] &53}F FAlskHs 7]&oltt

< Yol S F QKD M) 4ol F8shH, QKDE +A5h=
T8 7le2 9d TR AL -AE7, 35 A, S AS ZREE, FA FA7
S°] Ut FAASFANA= HE] 7|E &g T FAE ARSorH, °Y FA
= s 57300 ot FAR ] 98l FAE =3 He= A BA
o}

ro, 18
i
10 ©

N,
2

e
-fF
4

2 Siet. 71E 42 71E0lA AR FAF Eeee 271 S*HSeed
it

Sol Wik st 27]

0% u
number)7} Fo| AW 34 FuHFE o183 IS T
f

A7k oA A7) WEA AZ sl fEd dae & 4 otk QKDE 4
S WS I B4 GV B SahE QuelEd) dEs g, B
23 o)y GEADE dfFo] BAFSHT W BAET 13T WSS BT
5 Stk PAYTEA 7169 FAOE J1E FBI} 7)%0] RoulsAE A ohy

=]
AL 56 7HA 913 Aol AR V14S A8t ¥
£ qlmeiel 7]7]] PAABEA 7142 HE37]ol v gH

o ofF IA|Fo] Horitt.

201749 A AlAl= HIEZRIClEe deohe Hoo IFRL, 17471 Hidd=
o] £¥ wteo] HAHE d2sh §7] 43°] 2. EFAUS £ €S S
I o4 7eEue & 2 F Aol g3FH A0S 19918 A= ofel
o7k AAE AL, 20099 14 38 AP WHEEZR= g9 79l &2 &
o3 HEFQIolgh= d2dtE HAHII
sl M= 7]eo] ofd 71&9 7esS £t dost 3 ¢
d dA gt Zleoltt. E5A2 HolH 4t A VR $971
A2 glo] AE dlolH e 9-HxE WIS
oA HlelHE A = leH, o] A 7|E& st

0
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A&k A7 el AL glow, Het Fofo
M o A=t W2 At-7iEo] JF Foltt. oA EFAUS 483 A

° 483 A2
AEw, 5o AHEX A27Y E2H(Porschele o] FYE UAF Al2g
2239 7148 Hgsto] 7| ZHD} BlET QU AFER} Q%S Mgttt E o}

2 =9 7|9 EF(Bosch)= Z=F9 GPSE mpetst AA|ZE 3 A dlojg 22
A7) Ao EEAIR 7S 83 ESAR1S 544 Ht BofoA= <l
U glolg 9]-MXE WAsH7] {8 wo] EEH o AEYoLY] HlrYH ZHEES)
(Guardtime) 3717 7158t +2(PKDE Aot EEAIQ1 £F42 olZ<&(Ericsson),
] 2-~(US Army), S5]=0t8l(Lockheed Martin) 5°fl Al&skal Ut

E5A1S &83t [oT &9 Het A3} 7|& A7 ¥ &% Wol| 2= Qi
WA AES AT Zol A4 5G AlHolA [oT 71719 7 & Het Ao = o]
ofd 4= ot EEA4Q 7l&S &85l [oT 7]7] dFolH Hlolg 9-Hx WA] 5
o] HeokZ AL 4 low, mLeto|HA] Holg 9 REEs F/E AHE 5 Ut
T U A8 AR KT 56 EIoR 77188 I 1
o] A= ANt 7171 AEE FHh= EFAQI 7eS TEFH

5G 7led v 9 aoll AALYA A2 Aol AT Ve 2ol w2

HOGE 7HAHF= AVleE2 BS 4 2 Aol 5G8 292 AR 24,
183 HEEHA go] HalelHA At (Next-Generation) 71&< 831 Het
71 EE0] F5S IS Aotk JIFA T VleS E8T AW Het ERHES
< BesHA "HAE= A oHES it AL E =o] JusHA YFo] e
T UEF oty © Yoyt dEXR] g2 AFEE ARl "Rk Hi3 5 Q=
ek S5t Aok AW HEEA 71e2 Rt £E2 [oT 7171=° Hgt 7}
A Sk, eHg/o] FHEEXR] ¢R2 7]7]-whdo] tiet FIZ AP-] Apetsto
=2 HoRE RAIY & UAEE AE QT 7leS A d8sta Utk TS 7|E HE
710l ARAol WASHH A=ZQl Ao XS HWEIHHW, FFol= MDR
(Managed Detection & Response) AJH|A8} Zro] A=A o7 HQF ¥ &As}
I 8ok 7led AR|ATE B2 Zo g oAttt A F=EAE BHeF ATE A
< 71€9 S8 A oA AFT Ao iHr
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‘X convergence security)’°]3, Tt B ES] AA = B 9
o2 ARSEQYOHEL 9u)), FHZTolE ICT7|&o] WASHE STAE(A B2 o
st AEe FHAskl] ¢t Hett@og HolH) wakA ICT7& WAIst ofHet
TAglol AYQ IRAAEE o R ANAS ot AQES FH9] dRE
o2 AHchHYA, Zgul, 2019). weba SFE/S FHAFT Au|Ao] diT]
718 9 A SARE Heto] tigt = "Fa/do] EAotH, Kl Akao] gt owt
2} A A&SE B 55 BASof sttt 7|0 SAE Y ZEIT FEE
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AQER Aoz Halel whe} 71 E AFo] AvtE J1&T §FE] G 3
a

B2 WskE L Atk AE A9, 71E AR AvtE 7)ee YRS AeraR
B4, AvkE AN, @aAo] FolE 717 5 ARe et 5 Bed AF 4
el ABSD slow, ALY {2 S /194 ek, £ 252 Jlgo] B A
Sk SN, A A A FHOE ASE SER} 5S4
A 9 SE-BR 5O B 3 A6 AvhE kol ARHEA BH Y,

Y, DAVZES PP A5F ARl 28 ek FPIANAE TV,
g3, A7) 5 WY et 717150] YESD AdEe] A% AuAE A
Fote 2mtEFo] Sl MHS AT SUrk

O

[22] M8 HMZQ MA AEHE

A EFYXSAHAAANEAZ A flloe{ & Clato| &~

16 ZF
£rel - 102 22(6) o gy AAIANERE
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EH:1Hs Technology — Automotive Electronics Roadmap Reporti2016) EH: Analyis Manson|2014]
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n[@)n
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(2) s AEHY

BYHIS 43 AFAE Y A 9] ICTAHS oA B2 F:83t 4Fgo] & Aot} Hst
of ] dojE¢} AFAs Y 7IEAALt Qxetol] gt FAE F7FE AR A4
Hrt, wEba] 2oto] iAol AFEU 2HY 717] 5 UF HIEYA F4A dES
Q1 ICT 7]&?l Qlze} A|A”S] gt Heto g W7t sHge

=29 IT AR 714 7FEY(Gartner)= 2018‘3 8Y WHOA = Ht AJAF
2 A3 tu] 230 9.4% Z7F5t 2% 2000919 Fo| Sure Aog MY E
5| HoF AH|A FBfo] 12 26009 HEE AA A AukZ HojA|iL, o] & 7}
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(1) ezFE Hot

_4 .

29l i1 E d YIZHE thg AR Hio| @K, HWHS | IR AR
I 22 F8 I EE 453t 59 HATH HoxA A

of AFEAY HEHNAE S5to] AFEofof qhrh. IFAEYEEL} o

FEE= dost oA 7H°]’QE°]‘:} o5 ICTe AdE e FdATHTAIAR
(Picture Archiving and Communication System)< TAEo|A Q] Q7 JA4F o]u]
A5 A%, 715 4 ASots 58 o8 AAEE Lt o] A S
B4 olv A= SAY wIFEE FHol7] 2o Fo] fEEA LEE FHSH
g Elojofstr, o] AARE ASEE HolHE dnslete] FAXERE =P ©
OBl & FdsHA HEIgfof gttt

[33)] 9=-E Hot

w5zt /7] B2/ BA W 2D/ BIE
-

<

0

QIE%'H 238717

[EX: HEAIFEIEI(2019)]

(2) &AAH0f Aoj2E 717] Het

Ao HRF Fok= S&r]7|o diet 3| TA|ek AnE REST EREF 55
SHLE EEHL o =7)7] HA7]e ZorlMe daAoe 2= r]7] 3
ACIESCloA o H]F Febde T[Skl oE Adstr] #t 7leol /HEEIL A

Korea Information Security Industry Association 228




e A

digeldes 2= 717]9M 9] HEE '/A Ve

EZSFSE 600 7)

ol el daAlo] Het Vg o] Y Foldt. | 2UFHHolAs FHHEE ©]
&3t Amr]7] T Vet 4 TREES JNEths 5 d&A0] Hetol digt 7]

&o] AAHoZ MIET it

oML olm tolge] erdd AEe

ol, olm7|7lo] et AL8A QAzo] AE
dlojelg BAsto] Fjelo] Tjst Alus
ESAE 24 7158 B8t ozgn
7h Ay Foldh,

-

Q5 HoF ZREE V& /dy dAA
oFal Qtt. SR AH HQl 7|& Hof= olm
ERPCERE I
A

5 ﬁoﬂ et AsHd

Zeto| A} FAS RS

(28] BAHO 2Ot

w=o| WA
2HMM

(3) XIBFY XtSA WOt
ALY ABAE LA 28
g 2ot ol 14
= =§Atalo] K
71%0]

2~3A 10 SRt

O %
1__'
1
o

AOLE 2|7

Alof 414

Algkopt

G0l AFAL 242 2L B
7t e}, 5= WA 737\] =9 7]gx4 uhAo] m gt
HBE Zoboto] ot
deHoltt. @49 A&y At 7]*@7& Ayzko. o}

?IWIEILH’E.'%*

1912= 7|7

T Agshe 347 gt




——
ol FEESMA MEYZAL
2019

[(E] DI=ASAtSete A2 = B3

1 od Fd ExV|s - dRX 7ES

N
- STt MY 2

- 274 OJAtY]
2 =4 3% ks 88 X - AMRK, MY ITX ZHEES S

- QFXI= FaHAIS SHAL

ok
o 02

N

oIr

=)

00

o

HT

P

-Ex¥ 2 X
3 HigtEl AtEadd - IAEE g T S

- 2UAE YEEEA MY

¥
=]
=
>
o
i

- PE 2 AN K= HOo

4 rSIPN = _ omn s
mhi =ks)
- BE E2 XHWM X5 M
5 201 o XBFH ol o W i Ao
- T|_| F_‘JS

[EX : Electronics and Telecommunications Trends(2018)]

ALFPAEA ] Qo4 g 2 Rt BAlE A WR YEYA) 9 8% 59

BYEY Ho BAIS B4 BAT 617, Dos 4L B9 AR B
HOIEAF ZATTH: Folet. olo] A ALFAF Bt S} FYHA ALH
(IDS), AFE WSFEAF/W) SO 1CT Mt 71 &50] LT ek,

(2] XEFusy 2ot

Korea Information Security Industry Association 230



(4) S8(HEIT) 2ot

Wela Auat P2PYeel el AAISt $F A2E, FE Hlolg AUz, ste
WA 59 Qe &3, 7Hste, Fe9C WY 5 eojoly omelele 1YW FE
AHu|zolet, o F§ Hopoll A ol g4 WoE A0 WHAFA L TRt Kok

Agol A

HIe 58 1T 7lesd-7le 240 nE o8& "oy 49 Anlx % 1
MZZ 7l =0 w2t At Ht FeFo] AU, ofF &3 Het ALl
7Fs/dol S71tts Aold. 7|&olle ARgARE AW ASS OH g 2
Heb SUARJMSA, 71 IS 1 55 ARSSIAAN BH A HEE E5 2AEA
£ Aste 5 FAE S°le WAOIA Bt Ffdo] ¥4 + 21 CER AL =
& AE S A9 gitell IE FE 722 7hsAdol Y 4 Ao #E] "
S7t2 28718 9] Y 990] 2ol = gl A4 9 AFEHANE 26
Al2d] AAZ HQE ARaLe] Ego] 49 & Qv mhAeeR A stz QI3 =
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